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Description .' 

v * 

CONTENT USE SYSTEM, INFORMATION TERMINAL, AND SETTLEMENT SYSTEM 

Technical Field 
5 0001 

The present invention relates to a system for purchasing goods , 
and in particular to a technique for purchasing goods with use of 
a mobile information terminal. 

10 Background Art 
0002 

With the spread of broadband, digital content distribution 
services are expected to become increasingly prevalent . Currently, 
settlement for content provided to a user is mainly made by credit 
15 card. Since the user is required to notify the content distributor 
of his/her credit card number when joining the distributor ' s service, 
many users are anxious (about security. 

0003 

Patent Document 1 discloses a settlement method for purchasing 
20 goods with a mobile information terminal . With this method, at the 
time of purchasing goods, the mobile information terminal transmits 
a user ID and the like to a service provision apparatus that provides 
the goods, and the service provision apparatus transmits a goods 
settlement request that includes the user ID to a communications 
25 enterprise ' s apparatus . Proxy settlement for the goods is performed 
between the communications enterprise and the service provider, and 
settlement for the goods is performed subsequently between the 
communications enterprise and the user. 
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Problem the Invention Aims to Solve 
0004 

While methods such as the aforementioned are presently being 
implemented or suggested, the way in which settlement for content 
is made is an important issue when it comes to content distribution 
services being embraced by users and popularized. 

In view of this issue, the present invention has an object 
of providing a varied content usage system that provides the user 
with a variety of settlement methods . 

Means to Solve the Problem 

0005 

In order to achieve the stated object, the present invention 
is a content usage system, including: a server apparatus operable 
to transmit usage information to an information terminal, the usage 
information relating to usage of content; the information terminal 
that includes : a purchasing unit operable to purchase the usage 
information from the server apparatus; and an output unit operable 
to output the purchased usage information to a usage apparatus that 
is to use the content, and the usage apparatus that includes : a content 
obtaining unit operable to obtain the content; a reception unit 
operable to receive the usage information from the information 
terminal; and a usage unit operable to use the content in accordance 
with the usage information . 
0006 

Furthermore, in order to achieve the stated object , the present 



k invention is an information terminal that transfers usage information 
relating to usage of content, including: a purchasing unit operable 
to purchase the usage information from an external server apparatus; 
and an output unit operable to output the purchased usage information 
to a usage apparatus that is to use the content. 

Here, the purchasing unit may include: a usage information 
reception sub-unit operable to receive the usage information from 
the server apparatus ; and a proxy settlement request sub-unit operable 
to transmit settlement request information to a settlement apparatus 
of a communications enterprise that provides service to the 
information terminal, the settlement request information showing 
a request for proxy settlement for the usage information. 
0007 

Here, the output unit may include: a permitted -apparatus 
storage sub -unit operable to store identification information showing 
an apparatus to which transmission of the usage information is 
permitted; an identification information reception sub-unit operable 
to receive, from the usage apparatus, usage apparatus identification 
information that identifies the usage apparatus ; a judgment sub-unit 
operable to judge whether or not the received usage apparatus 
identification information is stored in the permitted -apparatus 
storage sub-unit; and an output sub-unit operable to output the usage 
information to the usage apparatus when a result of the judgment 
by the judgment sub-unit is affirmative. 

Effects of the invention 

0008 

The present invention is a content usage system, including: 
a server apparatus operable to transmit usage information to an 



i, infQrmation terminal, the usage information relating to usage of 
content; the information terminal that includes: a purchasing unit 
operable to purchase the usage information from the server apparatus; 
and an output unit operable to output the purchased usage information 
to a usage apparatus that is to use the content, and the usage apparatus 
that includes : a content obtaining unit operable to obtain the content; 
a reception unit operable to receive the usage information from the 
information terminal; and a usage unit operable to use the content 
in accordance with the usage information. 
0009 

According to this structure, a new content usage system in 
which the content and the usage information have different 
distribution paths is provided. Furthermore, due to the different 
distribution paths for the content and the usage information, even 
if the data of either the content or the usage rights is intercepted 
during distribution, a situation in which the content is used illegally 
can be prevented. 

Furthermore, the present invention is an information terminal 
that transfers usage information relating to usage of content, 
including: a purchasing unit operable to purchase the usage 
information from an external server apparatus; and an output unit 
operable to output the purchased usage information to a usage apparatus 
that is to use the content. 

0010 

According to this structure, the mobile information terminal 
can transfer the obtained usage information to an external apparatus . 
The only information that the mobile information terminal transfers 
is the usage information; it does not transfer the content itself. 



* Therefore, even if the usage information is intercepted, a situation 
in which the content is used illegally can be prevented. 

Here, the purchasing unit may include: a usage information 
reception sub-unit operable to receive the usage information from 
the server apparatus / and a proxy settlement request sub-unit operable 
to transmit settlement request information to a settlement apparatus 
of a communications enterprise that provides service to the 
information terminal, the settlement request information showing 
a request for proxy settlement for the usage information. 
0011 

Furthermore, the purchasing unit may further include: a 
not-possible notification reception sub-unit operable to receive 
proxy settlement not -possible information from the settlement 
apparatus when the settlement apparatus judges that proxy settlement 
is not possible. 

According these structures , a new settlement method is provided 
with which a request is made to the settlement apparatus for proxy 
settlement with respect to usage information that a user purchased 
using the mobile terminal. 

0012 

Here, the information terminal may further include: a storage 
unit that is tamper-resistant, which is a state of being unable to 
be read or tampered with from outside, and is operable to store 
electronic money information therein, wherein the purchasing unit 
further includes: an electronic money settlement sub-unit operable 
to, when the not-possible notification reception unit receives 
not-possible information, perform settlement for the usage 
information with use of the electronic money information stored in 



• the storage unit, in place of the processing by the proxy settlement 
request sub-unit. 
0013 

According to this structure, the user is able to perform 
settlement using the electronic money inf ormation stored in the mobile 
information terminal even if proxy settlement is not possible. 
Therefore, compared to settlement such as that performed using a 
credit card, leaking of personal information can be prevented, and 
settlement can be performed simply. This heightens convenience for 
the user . 

Here, the information terminal may further include: a storage 
unit that is tamper- resistant, which is a state of being unable to 
be read or tampered with from outside, and is operable to store 
electronic money information therein, wherein the purchasing unit 
performs settlement for the usage information with use of the 
electronic money information stored in the storage unit. 

0014 

According to this structure, the user is able to perform 
settlement using the electronic money information stored in the mobile 
information terminal . Therefore , compared to settlement such as that 
performed using a credit card, leaking of personal information can 
be prevented, and settlement can be performed simply . This heightens 
convenience for the user. 

Here, the output unit may include: a permitted -apparatus 
storage sub-unit operable to store identification information that 
identifies an apparatus to which transmission of the usage information 
is permitted; an identification information reception sub-unit 
operable to receive, from the usage apparatus, usage apparatus 



0 identification information that identifies the usage apparatus; a 
judgment sub-unit operable to judge whether or not the received usage 
apparatus identification information is stored in the 
permitted -apparatus storage sub- unit; and an output sub- unit operable 
to output the usage information to the usage apparatus when a result 
of the judgment by the judgment sub-unit is affirmative. 
0015 

According to this structure, usage information can be 
transferred to an appropriate usage apparatus to which transmission 
of usage information has been judged to be permitted. 

Here, the output unit may further include: a permission 
reception sub-unit operable to receive, from the usage apparatus, 
a signal showing that transmission of the usage information is 
permitted, and the output may sub-unit output the usage information 
to the usage apparatus when the result of the judgment by the judgment 
sub-unit is affirmative and the permission reception sub-unit has 
received the signal. 

0016 

According to this structure, even if the mobile information 
terminal permits transmission of usage information, transfer of the 
usage information can be suppressed if transmission of usage 
information f^orn the usage apparatus side is refused. This prevents 
usage information transfer that is seen to be inappropriate from 
the point of view of the usage apparatus side. 

Here, the purchasing unit may further include: a usage 
information reception sub-unit operable to receive the usage 
information from the server apparatus ; and a proxy settlement request 
sub-unit operable to transmit settlement request information to a 



sett!lement apparatus of a communications enterprise that provides 
service to the information terminal, the settlement request 
information showing a request for proxy settlement for the usage 
information . 
0017 

According to this structure, a new settlement method is provided 
with which a request is made to the settlement apparatus for proxy- 
settlement with respect to usage information that a user purchased 
using the mobile terminal. 

Here, the information terminal may further include: a storage 
unit that is tamper-resistant, which is a state of being unable to 
be read or tampered with from outside, and is operable to store 
electronic money information therein, wherein the purchasing unit 
further includes: a not-possible notification reception sub-unit 
operable to receive proxy settlement not- possible information from 
the settlement apparatus when the settlement apparatus judges that 
proxy settlement is not possible; and an electronic money settlement 
sub-unit operable to, when the not -possible notification reception 
sub-unit receives not-possible information, perform settlement of 
the usage information with use of the electronic money information 
stored in the storage unit, in place of the processing by the proxy 
settlement storage unit. 
0018 

According to this structure, the user is able to perform 
settlement using the electronic money information stored in the mobile 
information terminal even if proxy settlement is not possible. 
Therefore, compared to settlement such as that performed using a 
credit card, leaking of personal information can be prevented, and 

8 



4 

• settlement can be performed simply. This heightens convenience for 
the user. 

Here, the usage information may include identification 
information of an apparatus to which transmission of the usage 
information is permitted, and the output unit may further include: 
an identification information reception sub- unit operable to receive , 
from the usage apparatus, usage apparatus identification information 
that identifies the usage apparatus; a judgment sub-unit operable 
to judge whether or not the received usage apparatus identification 
information matches the identification information included in the 
usage information; and an output sub-unit operable to output the 
usage information to the usage apparatus when a result of the judgment 
by the judgment sub-unit is affirmative. 

0019 

According to this structure, an apparatus that to which 
transmission of the usage information is not permitted can be prevented 
from illegitimately obtaining the usage information via a legitimate 
apparatus to which transmission of the usage information is permitted. 

Brief Description of the Drawings 
0020 

FIG. 1 is a system structural diagram showing the structure 
of a settlement system 1; 

FIG. 2 is a block diagram showing the structure of a license 
ticket distribution server 20; 

FIG. 3A shows the data structure of unsettled information 210, 
and FIG. 3B shows the data structure of settled information 220; 

FIG. 4 shows the data structure of a license ticket table 230; 



* FIG. 5 is a block diagram showing the structure of a mobile 
telephone charge management server 30; 

FIG. 6 shows an example of a bill 240 sent to a user; 

FIG . 7 is a block diagram showing the structure of a mobile 
telephone 40; 

FIG. 8 shows the data structure of a license ticket docket 

250; 

FIG. 9 is a flowchart showing operations of the settlement 
system 1; 

FIG. 10 is system structural diagram showing the structure 
of a settlement system 2; 

FIG. 11 is a block diagram showing the structure of a license 
ticket distribution server 20a; 

FIG. 12 is a block diagram showing the structure of a mobile 
telephone 40a; 

FIG. 13 is a flowchart showing overall operations of the 
settlement system 2; 

FIG. 14 is a flowchart showing operations for deposit processing 
in the settlement system 2; 

FIG. 15 is a flowchart showing operations for content usage 
in the settlement system 2; 

FIG. 16 is a system structural diagram showing the structure 
of a settlement system 3; 

FIG. 17 is a block diagram showing the structure of a mobile 
telephone 40b; 

FIG . 18 is a flowchart showing operations of a settlement system 

3; 

FIG. 19 is a system structural diagram showing a settlement 
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systen? 4 ; 

FIG. 20 is a function block diagram showing the structure of 
a license ticket distribution server 2000 functionally; 

FIG. 21 is a function block diagram showing the structure of 
mobile telephone charge management server 3000; 

FIG. 22 is a function block diagram showing the structure of 
a registration server 3100 functionally; 

FIG. 23 is a function block diagram showing the structure of 
a mobile telephone 1 (4100) functionally; 

FIG. 24 shows the data structure of a license ticket docket 

4130; 

FIG. 25 is a function block diagram showing the structure of 
a mobile telephone 2 (4200) functionally; 

FIG. 26 is a function block diagram showing the structure of 
a mobile telephone 3 (4 300) functionally; 

FIG. 27 is a function block diagram showing the structure of 
a home server 1 (5100) functionally; 

FIG. 28 is a function block diagram showing the structure of 
a home server 2 (5200); 

FIG. 29 is a function block diagram showing the structure of 
a home server 3 (5300); 

FIG. 30 is a flowchart showing operations for content usage 
in the settlement system 4, and continues in FIG. 31; 

FIG. 31 is a flowchart showing operations for content usage 
in the settlement system 4, and continues from FIG. 30; 

FIG. 32 is a flowchart showing operations for license ticket 
transmission/reception processing in the settlement system 4; 

FIG. 33 is a flowchart showing operations for query processing 



in t3i£ settlement system 4; and 

FIG. 34 is a system structural diagram showing the structure 
of a settlement system 5 that is a modification example of the 
embodiments . 

Descriptions of Numerical References 

0021 

1 Settlement system 

2 Settlement system 

3 Settlement system 

4 Settlement system 

5 Settlement system 

10 Content distribution server 

10a Content distribution server 

10b Content distribution server 

20 License ticket distribution server 

20a License ticket distribution server 

20b License ticket distribution server 

20c Vending machine 

30 Mobile telephone charge management server 

30a Electronic money deposit apparatus 

30b Electronic money deposit apparatus 

30c Mobile telephone charge management server 

40 Mobile telephone 

40a Mobile telephone 

40b Mobile telephone 

40c Mobile telephone 

50 Home server 

50a Home server 



* ^ 50b Home server 
60 Network 
70b Memory card 

1000 Content distribution server 

2000 License ticket distribution server 

3000 Mobile telephone charge management server 

3100 Registration server 

4000 Gateway server 

4100 Mobile telephone 1 

4200 Mobile telephone 2 

4300 Mobile telephone 3 

5000 Router 

5100 Home server 1 

5200 Home server 2 

5300 Home server 3 

6000 Network 

7000 Electronic money deposit apparatus 



Best Mode for Carrying Out the Invention 
0022 

(First Embodiment) 

The following describes a settlement system 1 as a first 
embodiment of the present invention with reference to the drawings . 

FIG. 1 is a system structural diagram showing the structure 
of the settlement system 1 . As shown in FIG. 1, the settlement system 
1 is composed of a content distribution server 10, a license ticket 
distribution server 20, a mobile telephone charge management server 
30, a mobile telephone 40, and a home server 50. 

13 



*j 0023 

The content server 10, the license ticket distribution server 
20, the mobile telephone change management server 30 and the home 
server 50 are each connected to a network 60, and the mobile telephone 
40 is able to connect to the network 60 via a gateway server (not 
illustrated) . The gateway server converts information transmitted 
by the mobile telephone 40 to the protocol of the network 60, and 
transmits the information via the network 60 to the apparatus that 
is the reception -destination thereof. Here, a specific example of 
the network 60 is the Internet. 

0024 

<Structure> 

The following describes the structure of each apparatus in 
the settlement system 1. 

1 . Content distribution server 10 

The content distribution server 10 is possessed by a content 
distributor who provides digital content to users at a charge . The 
digital content is content such as movies that has been encoded in 
accordance with the MPEG -2 standard. Hereinafter this digital 
content is simply referred to as "content" . The content distribution 
server 10 is, specifically, a computer system composed of a 
microprocessor, a ROM, a RAM, a hard disk unit, a network connection 
unit, and so on . Note that the structure of the content distribution 
server 10 is not illustrated. 
0025 

The content distribution server 10 stores a plurality of 
encrypted contents in correspondence with content IDs . Each 
encrypted content has been generated by encrypting content with a 
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conteftt key. Each content key is key information that is unique to 
the corresponding content. Furthermore, the content IDs correspond 
one-to-one to the contents, each content ID being information for 
uniquely identifying the corresponding content. 
0026 

The content distribution server 10 notifies the content keys 
used to generate the encrypted contents to the license ticket 
distribution server 20 in correspondence with the content IDs. Any 
method that is secure and reliable may be used for notifying the 
content keys . 

The content distribution server 10 receives a content request 
via the network 60 from the home server 50, which is possessed by 
a user. The content request includes a content ID. The content 
distribution server 10 reads the encrypted content identified by 
the content ID included in the received content request, and transmits 
the read encrypted content via the network 60 to the home server 
50 . More specifically, the content distribution server 10 receives 
a content request that includes XN ID_0001" from the home server 50, 
reads the encrypted content identified by "ID__0001", and transmits 
the read encrypted content to the home server 50 . 

0027 

2. License ticket distribution server 20 

The license ticket distribution server 20 generates and 
distributes license tickets. Here, as one example, the content 
distribution server 10 and the license ticket distribution server 
20 are possessed by the same enterprise. A license ticket is 
information that includes a content key necessary to decrypt encrypted 
content that the user's home server 50 obtained from the content 



0 distribution server 10 . 
0028 

FIG. 2 is a function block diagram showing the structure of 
the license ticket distribution server 20 functionally. As shown 
in FIG. 2, the license ticket distribution server 20 is composed 
of a content key input unit 20 1, a content information input unit 
202, acontrol unit 203, a license ticket storage unit 204 , an unsettled 
information storage unit 205, a settled information storage unit 
206, and a transmission/reception unit 207. The license ticket 
distribution server 20 is, specifically, a computer system composed 
of a microprocessor, a ROM, a RAM and so on. 

0029 

(1) Content key input unit 201 

The content key input unit 201 securely and reliably receives 
input of a content ID and a content key from the content distribution 
server 10. Here, the content key input unit 201 is, specifically, 
a drive that reads content IDs and content keys from a medium such 
as a CD-ROM or a flexible disk . Note that the content key input unit 
201 is not limited to being a drive that reads information from a 
medium, and may instead be a keyboard, a mouse, or the like by which 
content IDs and content keys are input by hand. Alternatively, the 
content key input unit 201 may be a network connection unit that 
receives content IDs or content keys from the content distribution 
server 10 via a secure communication path on a network. 
0030 

The content key input unit 201 receives the medium on which 
the content IDs and the content keys are stored, and reads the content 
keys and the content IDs from the medium. The content key input unit 



201 outputs the read content IDs and the read content keys to the 
control unit 203. Note that the content ID "ID_0001" and the 
corresponding content key NV hc426D99ro7v" are included on the media. 
0031 

(2) Content information input unit 202 

The content information input unit 20 2 is a keyboard, a mouse, 
or the like, and receives input of content information according 
to operations of the keyboard, the mouse or the like . Here , the content 
information is made up of copyright information and a charge. The 
copyright information shows how may times content may be played, 
and the charge shows an amount required from the user as a price 
for receivingprovisionof a license ticket . The charge is also referred 
to as "content charge" hereinafter. Note that the copyright 
information is not limited to showing how many times the content 
may be played, but may instead be copy control information such as 
whether the content is permitted to be copied, or the number of times 
that the content may be copied. Alternatively, the copyright 
information may be information showing a time period for which the 
content may be played. 
0032 

The content information input unit 202 receives input of content 
information in correspondence with a content ID, and outputs the 
content ID and the content information to the control unit 203. 
Specifically, the content information input unit 202 is receives 
content information "copyright information: 3 times" and "charge: 
1000 yen" in correspondence with the content ID "ID__0001" , and outputs 
"ID_0001, 3 times, 1000 yen" to the control unit 203. 

0033 



(3) Control unit 203 

The control unit 203 is made up of a microprocessor and a control 
program, and performs the following processing by the microprocessor 
executing the program. 

(a) The control unit 203 receives content IDs and content keys 
from the content key input unit 201, and receives content IDs and 
content inf ormation from the content information input unit 202. 
The control unit 203 puts each pair of a content key and content 
information whose content IDs match in correspondence, and attaches 
a ticket number thereto to generate a license ticket. The control 
unit 203 outputs each generated license ticket to the license ticket 
storage unit 204 . 
0034 

An example of the license ticket generated by the control unit 
203 is a license ticket 231 shown in FIG. 4. The license ticket 231 
is composed of a ticket number xx NO_l" , a content ID "ID_0001", a 
content key vx hc426D99ro7v" , copyright information "3 times" and a 
charge u 1000 yen" . 

Note that whereas the content ID is information for uniquely 
identifying the content, the ticket number is information for uniquely 
identifying the license ticket. Even, for example, in the case of 
identical contents that are identified by identical content IDs, 
different license tickets are generated and the license tickets are 
given different ticket numbers if the copyright information and 
charges differ. 
0035 

(b) The control unit 203 receives a ticket request, which 
includes a ticket number, via the network 60 and the 
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trarfsmiss ion/reception unit 207 from themobile telephone 40 possessed 
by the user. The control unit 203 reads the ticket number from the 
ticket request, and reads the license ticket identified by the read 
ticket number from the license ticket storage unit 204 . The control 
unit 203 transmits the read license ticket via the 
transmission/reception unit 207 and the network 60 to the mobile 
telephone 40 . 
0036 

Specifically, on receiving the ticket request that includes 
the ticket number xv NO_l" from the mobile telephone 40, the control 
unit 203 reads the license ticket 231 that includes the ticket number 
"NO__l" from the license ticket storage unit 204, and transmits the 
read license ticket 231 to the mobile telephone 40. 

(c) Having transmitted the license ticket to the mobile 
telephone 40, the control unit 203 generates unsettled information, 
and outputs the generated unsettled information to the unsettled 
information storage unit 20 5. 

0037 

Specifically, on transmitting the license ticket 231 to the 
mobile telephone 40, the control unit 203 generates unsettled 
information 210 shown in FIG. 3A. The unsettled information 210 is 
composed of a license ticket transmission date "2004/2/11" , a ticket 
number vv NO_JL" , and a transmission -destination address 
xv matsushitato.xxx / '. This expresses that a license ticket 
corresponding to a ticket number NO_l was transmitted on February 
11, 2004 from the license ticket distribution server 20 to the email 
address matsushita@xx.xxx, and that settlement is not complete. 
0038 
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(d) On settlement of charges being performed by the mobile 
telephone charge management server 30, the control unit 203 receives 
settlement completion notification via the network 60 and the 
transmission/reception unit 207. The settlement completion 
notification includes a license ticket transmission date that is 
the date on which settlement for the license ticket was completed, 
a ticket number and a transmission -destination address. In the 
present embodiment, settlement of the content charge is performed 
via a bank , and the control unit 203 receives the settlement completion 
notification from a bank terminal. Note that the bank terminal is 
not illustrated in the system structural diagram of FIG. 1. 
0039 

On receiving the settlement completion notification, the 
control unit 203 reads, from the unsettled information storage unit 
205, unsettled information that includes an identical license ticket 
transmission date, ticket number and transmission -destination 
address to the license ticket transmission date, ticket number and 
transmission-destination address included in the settlement 
completion notification. The control unit 203 attaches the 
settlement completion date to the read unsettled information to 
generate settled information, and outputs the generated settled 
information to the settled information storage unit 206. The 
settlement completion date may be information included in the 
settlement completion notification or may be information generated 
from a date and time managed by the control unit 203 . On outputting 
the generated settled information to the settled information storage 
unit 206, the control unit 203 destroys the corresponding unsettled 
information in the unsettled information storage unit 205. 
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* 0040 

Specifically, on receiving settlement completion notification 
that includes a license ticket date "2004/2/11", a ticket number 
"NO_l" and a transmission -destination address "matsushita@xx.xxx" 
from the bank terminal, the control unit 203 reads unsettled 
information 210 that includes this received information from the 
unsettled information storage unit 205 . The control unit 203 attaches 
a settlement completion date "2004/2/18" to the unsettled information 
210 to generate settled information 220 shown in FIG. 3B, and outputs 
the generated settled information 220 to the settled information 
storage unit 206. The control unit 203 destroys the unsettled 
information 210 in the unsettled information storage unit 205. 
0041 

(4) License ticket storage unit 204 

The license ticket storage unit 204 stores a license ticket 
table 230 in a storage area that cannot be accessed from outside. 
FIG. 4 shows the data structure of the license ticket table 230. 
The license ticket table 230 has a plurality of license tickets output 
by the control unit 203. As described earlier, each license ticket 
is composed of a ticket number, a content ID, a content key, copyright 
information, and a charge. Each time a license ticket is output by 
the control unit 203, the license ticket storage unit 204 adds the 
output license ticket to the license ticket table 230. 
0042 

The license ticket storage unit 204 is referable from the control 
unit 203, and the stored license tickets are read by the control 
unit 203. 

(5) Unsettled information storage unit 205 

21 



The unsettled information storage unit 205 is a storage* area 
that cannot be accessed from outside. When unsettled information 
210 is output by the control unit 203, the unsettled information 
storage unit 205 stores the unsettled information 210 internally. 
The unsettled information 210 shows that settlement for the license 
ticket shown by the information is not complete. When settlement 
is complete, the information is read by the control unit 203 and 
then destroyed. 

0043 

(6) Settled information storage unit 20 6 

The settled information storage unit 20 6 is a storage area 
that cannot be accessed from outside. When the settled information 
220 is output by the control unit 203, the settled information storage 
unit 206 stores the settled information 220 internally. 

(7) Transmission/reception unit 207 

The transmission/reception unit 207 is connected to the network 
60, and performs transmission and reception of information with the 
mobile telephone 40 via the gateway server (not illustrated) . 
Specifically, the transmission/reception unit 207 receives a ticket 
request from the mobile telephone 40, and outputs the received ticket 
request to the control unit 203. Furthermore, the 

transmission/reception unit 207 receives a license ticket 
corresponding to the ticket request, from the control unit 203, and 
transmits the received license ticket to the mobile telephone 40. 

0044 

Furthermore, the transmission/reception unit 207 receives 
settlement completion notification from the bank terminal (not 
illustrated) via the network 60, and outputs the received settlement 



completion notification to the control unit 203. 

3. Mobile telephone charge management server 30 
The mobile telephone charge management server 30 is possessed 
by a communications enterprise to which the user of the mobile telephone 
40 subscribes and that provides service to the mobile telephone 40. 
The mobile telephone charge management server 30 pays content charges 
for to a license ticket provided to the mobile telephone 40 by the 
license ticket distribution server 20, to the content distributor 
on behalf of the user, and then bills the user once a month for the 
content charges that it has settled on behalf of the user together 
with service charges for telephone calls and the like. 
0045 

FIG . 5 is a functional block diagram showing the structure 
of the mobile telephone charge management server 30 functionally. 
As shown in FIG. 5, the mobile telephone charge management server 
30 is composed of a transmission/reception unit 301, content charge 
settlement unit 302, a control unit 303, a mobile telephone usage 
charge management unit 304, a content usage charge management unit 
305, and a service charge settlement unit 306 . The mobile telephone 
charge management server 30 is, specifically, a computer system 
composed of a microprocessor, a ROM, a RAM, and so on. 

0046 

(1) Transmission/reception unit 301 

The transmission/reception unit 301 is connected to the network 
60, and receives a license ticket docket from the mobile telephone 
40 via the gateway server (not illustrated) . The license ticket docket 
is information showing that the mobile telephone 40 has received 
the license ticket from the license ticket distribution server 20 



and that the communications enterprise is being requested to perform 
proxy settlement for the content charge of the received license ticket . 
0047 

Specifically, transmission/reception unit 301 receives a 
license ticket docket 250 shown in FIG. 8 from the mobile telephone 
40 . The license ticket docket 250 is composed of the ticket number 
vv NO_l" of the license ticket received by the mobile telephone 40, 
a content charge "1000 yen" relating to the license ticket, an email 
address "matsushita@xx.xxx" for specifying the mobile telephone 40, 
and a date 2004/2/11" on the mobile telephone 40 received the license 
ticket. 

0048 

The transmission/reception unit 301 outputs the received 
license ticket docket to the content charge settlement unit 30 2 and 
the control unit 303. 

Furthermore, the transmission/reception unit 301 receives, 
from the gateway server, a call time of a call made by the mobile 
telephone 40, and a transmitted packet count and a received packet 
count of packet communication by the mobile telephone 40. The 
transmission/reception unit 301 outputs the received call time, 
received packet count and transmitted packet count to the control 
unit 303. Note that the transmission/reception unit 301 receives 
a call time each time a call is made, and receives a transmitted 
packet count and a recei ved packet count each time packet communication 
is made . 

0049 

In addition, the transmission/reception unit 301 transmits 
the settlement request output by the content charge settlement unit 



302/ to the bank terminal via the network 60. Note that the bank 
terminal performs settlement in accordance with the settlement request, 
and transmits settlement completion notification to the license ticket 
distribution server 20. 

(2) Content charge settlement unit 302 

On receiving the license ticket docket 250 from the 
transmission/reception unit 301, the content charge settlement unit 
302 generates a settlement request. 
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The settlement request includes a transfer-destination account 
number, a trans fer- source account number , a transfer amount , a license 
ticket reception date, an email address, and a ticket number. Here, 
the transfer-destination account number is the account number of 
the content distributor, and the transfer- source account number is 
the account number of the communication enterprise . The transfer 
amount is the content charge "1000 yen" included in the license ticket 
docket 250, the license ticket reception date is the date "2004/2/11" 
included in the license ticket docket 250, and the email address 
is the email address "matsushita@xx . xxx" of the mobile telephone 
40. 
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The content charge settlement unit 302 transmits the generated 
settlement request to the bank terminal via the transmiss ion/reception 
unit 301 and the network 60. 

(3) Control unit 303 

The control unit 303 is made up of a microprocessor and a control 
program, and performs the following processing by the microprocessor 
executing the program. 



• 0052 

( a ) On receiving a call time of a call made by the mobile telephone 
40, the control unit 303 calculates a call charge, and outputs the 
calculated call charge in correspondence with the telephone number 
of the mobile telephone 40 to the mobile telephone usage charge 
management unit 304 . Furthermore, on receiving a transmitted packet 
count and a received packet count relating to packet communication 
by the mobile telephone 40 from the transmission/reception unit 301, 
the control unit 303 calculates a packet communication charge, and 
outputs the calculated packet communication charge in correspondence 
with the telephone number of the mobile telephone 40 to the mobile 
telephone usage charge management unit 304. 
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Note that the telephone number "090 -xxxx-xxxx" of the mobile 
telephone 40 and the email address "matsushita@xx. xxx" of the mobile 
telephone 40 are stored in correspondence in the control unit 303. 

(b) The control unit 303 receives the license ticket docket 
250 from the transmission/reception unit 301, and extracts the content 
charge "1000 yen" and the date "2004/2/11" from the received license 
ticket docket 250. Furthermore, the control unit 303 reads the 
telephone number "090 -xxxx-xxxx" corresponding to the mail address 
"matsushita@xx. xxx" included in the license ticket docket 250 . The 
control unit 303 outputs the extracted content charge and date in 
correspondence with the read telephone number, in other words 
"090-xxxx-xxxx, 1000 yen, 2004/2/11" to the content usage charge 
management unit 305. 
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The control unit 303 totals the call charges that the mobile 



telephone usage charge management unit 304 manages with respect ot 
the mobile telephone 40, in order to calculate a call charge for 
one month. Furthermore, the control unit 303 totals the packet 
communication charges for the mobile telephone 40 managed by the 
mobile telephone usage charge management unit 3 04 in order to calculate 
a packet communication charge for one month. The control unit 303 
then adds the calculated call charge for the month and the calculated 
packet communication charge for the month to a basic charge and a 
monthly usage charge for additional services, both of which are in 
the subscription held by the mobile telephone 40 . The calculated 
total is the mobile telephone usage charge of the mobile telephone 
40 for the month. 
0055 

A specific example of this is as follows: 
Call charge for February ...2150 yen 

Packet communication charge for February ... 430 yen 

Subscription Basic charge ...2000 yen 

Monthly usage charge for subscribed voice 

mail service ... 300 yen 
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The total of these, M880 yen", is the mobile telephone usage 
charge for the mobile telephone 40 for February. 

The control unit 303 outputs u call charge 2150 yen, packet 
communication charge 430 yen, basic charge 2000 yen, voice mail service 
300 yen, mobile telephone usage charge 4880 " in correspondence with 
the telephone number u 090 -xxxx-xxxx" of the mobile telephone 40 to 
the service charge settlement unit 306. 

0057 



Furthermore, the control unit 303 reads the date and content 
charge for each content relating to each license ticket obtained 
by the mobile telephone 40 during the month, from the content usage 
charge management unit 305 . The control unit 303 totals all the read 
content charges to calculate a content usage charge for the month. 

The control unit 303 sends each set of a date and content charge 
read from the content usage charge management unit 305 and the 
calculated content usage charge in correspondence with the telephone 
number of the mobile telephone 40 to the service charge settlement 
unit 306. 
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Specifically, the control unit 303 sends vv set of dateand content 
charge (2004/2/11, 1000 yen), content usage charge 1000 yen" in 
correspondence with the telephone number w 090-xxxx-xxxx" of themobile 
telephone 40 to the service charge settlement unit 306. 

Note that the control unit 30 3 performs the described processing 
once a month. 

(4) Mobile telephone usage charge management unit 304 
The mobile telephone usage charge management unit 304 manages 
a subscription basic charge, a subscribed additional services monthly 
usage charge, a call charge, and a packet communication charge for 
each telephone number that is subscribed to the communications 
enterprise . 

0059 

Here, each time one of the mobile telephones makes a call, 
the mobile telephone usage charge management unit 304 receives a 
call charge for the call from the control unit 303, and accumulates 
the received call charges. Similarly, each time one of the mobile 

28 



telephones performs packet communication, the mobile telephone usage 
charge management unit 304 receives a packet communication charge 
for the packet communication from the control unit 303 , and accumulates 
the received communication charges . 

Note that when the accumulated call charges and the accumulated 
packet communication charges are read once a month by the control 
unit 303 , the mobile telephone usage charge management unit 304 
destroys the accumulated call charges and the accumulated packet 
communication charges . 

0060 

(5) Content usage charge management unit 305 

The content usage charge management unit 305 manages, for each 
telephone number that is subscribed to the communications enterprise, 
content charges and dates relating to a license tickets obtained 
by the mobile telephone of the mobile telephone number. Note that 
each date is the date on which the mobile telephone obtained the 
corresponding license ticket. 

Here, each time the control unit 303 outputs a telephone number, 
a date and a content charge, the content usage charge management 
unit 305 accumulates the content charge and date with respect to 
the telephone number. 
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Note that the content usage charge management unit 305 destroys 
the accumulated content charges and dates when they are read once 
a month by the control unit 303. 

(6) Service charge settlement unit 30 6 

The service charge settlement unit 306 generates a bill to 
be sent to the user, based on information received from the control 



* unit: 303. 
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A specific example is described of service charges for February 
for the mobile telephone 40. 

The service charge settlement unit 306 receives "call charge 
2150 yen, packet communication charge 430 yen, basic charge 2000 
yen, voice mail service 300 yen, mobile telephone usage charge 4880 
yen" and the telephone number u 090-xxxx-xxxx" of the mobile telephone 
40 from the control unit 303. 
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Furthermore, the service charge settlement unit 306 receives 
"a set of date and content charge (2004/2/11, 1000 yen), content 
usage charge 1000 yen", and the telephone number vx 090 -xxxx-xxxx" 
of the mobile telephone 40 from the control unit 303. 

The service charge settlement unit 306 adds the received mobile 
telephone usage charge 4880 yen and the content usage charge 1000 
yen to calculate a service usage charge "5880 yen" . Based on this 
information, the service charge settlement unit 306 generates a bill 
240 such as shown in FIG. 6. The bill 240 is one example of the bill 
that the service charge settlement unit 306 generates. 

0064 

The communications enterprise bills the user for a service 
usage charge that is the total of the mobile telephone usage charge 
and the content usage charge, based on the bill 240 generated by 
the service charge settlement unit 306. 

4. Mobile telephone 40 

The mobile telephone 40 is portable telephone that performs 
communication using radio waves, and is, specifically, a computer 
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system composed of a microprocessor, a ROM, a -RAM, a liquid crystal 
display unit, a key operation unit, an antenna, and so on. Here, 
the mobile telephone 40 is assumed to be possessed by the same user 
as the home server 50 . 
0065 

FIG . 7 is a block diagram showing the structure of the mobile 
telephone 40 . As shown in FIG. 7, the mobile telephone 40 is composed 
of a transmission/reception unit 401, a control unit 402, an operation 
unit 403, a communication unit 404, a display unit 405, a storage 
unit 406, an antenna 407, a speaker 408, and a microphone 409. 

(1) Transmission/reception unit 401 

The transmission/reception unit 401 has communication 
functions including mail transmission/reception and Internet 
connection, and performs transmission and reception with the gateway 
server (not illustrated) using radio waves. The 
transmission/reception unit 401 is able to connect to the network 
60 via the gateway server. 
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Specifically, the transmission/reception unit 401 receives 
a ticket request from the control unit 402 , and transmits the received 
ticket request to the license ticket distribution server 20 via the 
gateway server and the network 60. The ticket request includes the 
ticket number "NO_l" . Furthermore, the transmission/reception unit 
401 receives the license ticket 231 from the license ticket 
distribution server 20, and outputs the received license ticket 231 
to the control unit 402. The transmission/reception unit 401 also 
receives the license ticket docket 250 from the control unit 402, 
and transmits the received license ticket docket 250 to the mobile 



telephone charge management server 30. 
0067 

(2) Control unit 402 

The control unit 402 is made up of a microprocessor and a control 
program, and performs the following processing by the microprocessor 
executing the program. 

(a) The control unit 40 2, as shown in FIG. 7, is connected 
to the transmission/reception unit 401, the operation unit 403, the 
communication unit 404, the display unit 405, the storage unit 406, 
the speaker 408 and the microphone 409, and, in coordination with 
these compositional elements, controls functions of the mobile 
telephone 40 such as email transmission/reception, Internet 
connection, and telephone book management. 
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(b) The control unit 402 receives the ticket number vx NO_l" 
from the operation unit 403, and generates a ticket request that 
includes the received ticket number N 'NO_l" , and outputs the generated 
ticket request to the transmission/reception unit 301. 

(c) On receiving the license ticket 231 from the 
transmission/reception unit 401, the control unit 402 generates the 
license ticket docket 250 such as shown in FIG . 8, based on the received 
license ticket 231. 

0069 

Specifically, on receiving the license ticket 231 (see FIG. 
4 ) , the control unit 402 reads the ticket number u NO_l" and the content 
charge "1000 yen" from the license ticket 231, and reads the 
internally- stored mail address xx matsushita@xx. xxx" of the mobile 
telephone 40 and the internally- stored date xv 2004/2/ll" . 



* 0070 

The control unit 402 generates the license ticket docket 250 
composed of the ticket number "NO__l" , the content charge "1000 yen", 
the mail address "matsushita@xx.xxx" and the date "2004/2/11" , and 
outputs the generated license ticket docket 250 to the 
transmission/reception unit 401. 

(d) The control unit 402 further outputs the license ticket 
231 received from the transmission/reception unit 401 to the 
communication unit 404. 

0071 

(3) Operation unit 40 3 

The operation unit 403 includes a plurality of buttons such 
as numeric buttons , an on-hook button, an of f -hook button and function 
buttons . The buttons are provided on an operation surface of the 
mobile telephone 40. The operation unit 403 receives an input of 
a ticket number corresponding to a license ticket desired by the 
user, according to the user pressing the buttons, and outputs the 
received ticket number to the control unit 402. 
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Speci f ical ly , by viewing the webs i te of the content distributor 
displayed on the home server 50 , the user discovers that the ticket 
number showing the desired license ticket is "NO_l" . The operation 
unit 403 receives input of the ticket number "NO_l" according to 
an operation from the user while a screen for inputting a ticket 
number is displayed on the display unit 405, and outputs the received 
ticket number "NO„l" to the control unit 402. 
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(4) Communication unit 404 



The communication unit 404, which includes the antenna, 
receives the license ticket 231 from the control unit 402, and transmits 
the received license ticket 231 to the home server 50 using short-range 
wireless communication. Note that the short-range wireless 
communication used by the communication unit 404 is achieved by 
non - con tac 1 1C card communication , infrared communication, Bluetooth, 
or the like. 
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(5) Display unit 405 

The di splay unit 4 0 5 , which includes the 1 iquid crystal display , 
generates a screen based on screen control information output by 
the control unit 402, and displays the generated screen on the liquid 
crystal display. One example of a screen that the display unit 405 
displays on the liquid crystal display is the screen for inputting 
a ticket number . 
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(6) Storage unit 406 

The storage unit 406 has an area for storing data, and stores 
data output from the control unit 402. 
5 . Home server 50 

The home server 50 is a computer system composed of a 
microprocessor, a ROM, a RAM, a hard disk unit, a display unit, a 
network connection unit, keyboard, a mouse, and so on, and is assumed 
to be a personal computer in the present case . Note that the structure 
of the home server 50 is not illustrated. 
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A user selects a desired piece of content by viewing the content 
distributor's website which is displayed on a display of the home 



server 50 . The website displayed on the display shows, for instance, 
a title, a subtitle, performers, a creator, a comment, and 
corresponding license ticket information (ticket number, number of 
times viewable, price) for each of a plurality of contents. The user 
uses a mouse or the like to select a title of one of the contents 
displayed on the screen. 
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When a piece of content has been selected by the user, the 
home server 50 generates a content request that includes a content 
ID "ID_0001" that identifies the selected content. 

The home server 50, which is connected to the network 60 by 
a high-speed communication line, transmits the generated content 
request to the content distribution server 10 via the network 60 . 
The home server 50 receives encrypted content from the content 
distribution server 10 and stores the received encrypted content 
internally. The encrypted content is the content that corresponds 
to the content ID U ID_0001" and has been encrypted. 
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The home server 50, which has a function of performing 
short-range wireless communication with the mobile telephone 40, 
receives the license ticket 231 transmitted by the mobile telephone 
40 using short-range wireless communication. The license ticket 231, 
as shown in FIG. 4, includes a content key XN hc426D99ro7v" that 
corresponds to the content ID U ID_0001" . 

The home server 50 reads the content key "hc426D99ro7v" from 
the received license ticket 231. The home server 50 further reads 
the internally stored encrypted content, and, using the content key 
x> hc426D99ro7v" as a decryption key, applies a decryption algorithm 



D to the read encrypted content, thereby generating content. Note 
that the decryption algorithm D is for decrypting a ciphertext 
encrypted according to an encryption algorithm E to generate a 
plaintext. 
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The home server 50 reads the copyright information from the 
license ticket 231, and plays the decrypted content within the scope 
of the read copyright information. 

<Operations> 

The following describes operations of the settlement system 
1 with use of the flowchart shown in FIG. 9. 
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The user selects content to be used, by viewing the website 
of the content distributor with use of the home server 50 . The home 
server 50 receives a selection of content according to an input by 
the user (step S100). 

The home server 50 generates a content request that includes 
the content ID VV ID_0 001" that identifies the content for which the 
selection was received (step S101) , transmits the generated content 
request to the content distribution server 10 via the network 60, 
and the content distribution server 10 receives the content request 
(step S102) . 
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The content distribution server 10 reads the content ID from 
the received content request, and reads the encrypted content 
identified by the read content ID XX ID_0001" from a content storage 
area (step S103) . The content distribution server 10 transmits the 
read encrypted content to the 50, and the home server 50 receives 



* the encrypted content (step S104 ) . The home server 50 stores the 
received encrypted content internally (step S105) . 
0082 # 

Meanwhile, while viewing the content distributor's website 
displayed on the home server 50, the user inputs the ticket number 
vx NO_l" corresponding to the content selected at step S100 into the 
mobile telephone 40 by operating the operation unit 403. 

On receiving the input of the ticket number xx NO_l" (step S106) , 
the mobile telephone 40 generates a ticket request that includes 
the received ticket number xx NO_l" (step S107) . The mobile telephone 
40 transmits the generated ticket request to the license ticket 
distribution server 20 via the gateway server and the network 60, 
and the license ticket distribution server 20 receives the ticket 
request (step S108) . 
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The license ticket distribution server 20 reads the ticket 
number vx NO_l" from the received ticket request, and reads the license 
ticket 231 that includes the ticket number xy N0_l" from the license 
ticket table 230 (step S109 ) . The license ticket distribution server 
20 transmits the read license ticket 231 to the mobile telephone 
40 via the network 60 and the gateway server, and the mobile telephone 
40 receives the license ticket 231 (step S110) . 
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The mobile telephone 40 generates the license ticket docket 
250 (see FIG . 8) that shows that it has received the license ticket 
231 and that it is requesting proxy settlement for the license ticket 
231 (step Sill) . The mobile telephone 40 transmits the generated 
license ticket docket 250 via the gateway server and the network 



60 to the mobile telephone charge management server 30 , and the mobile 
telephone charge management server 30 receives the license ticket 
docket 250 (step S112). 
0085 

Furthermore, the mobile telephone 40 transmits the license 
ticket 231 received from the license ticket distribution server 20 
at step S110 to the home server 50 by short-range wireless communication 
via the communication unit 404, and the home server 50 receives the 
license ticket 231 (step S113 ) . The home server 50 decrypts the piece 
of encrypted content stored at step S10 5, with use of the content 
key included in the li cense ticket 231 (step S114) . The home server 
50 plays the decrypted content within the scope of the copyright 
information included in the license ticket 231 (step S115). 
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Meanwhile, having received the license ticket docket 250 from 
the mobile telephone 40 at step S112, the mobile telephone charge 
management server 30 performs proxy settlement of the content charge 
for the license ticket 231 with the license ticket distribution server 
20 via the bank terminal (step S116) . Subsequently, the mobile 
telephone charge management server 30 adds the mobile telephone usage 
charge, which is composed of the call charge, the packet communication 
charge and the like, to the content charge settled at step S116, 
thereby calculating a service charge, and generates a bill 240 such 
as shown in FIG. 6 (step S117) . 
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Subsequently, the communications enterprise bills the user 
for the service charge based on the bill 240 generated at step S117. 
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Second Embodiment 

0088 

The following describes a settlement system 2 as a second 
embodiment of the present invention with reference to the drawings . 

FIG. 10 is a system structural diagram showing the structure 
of the settlement system 2 . As shown in FIG . 10 , the settlement system 
2 is composed of a content distribution server 10a, a license ticket 
distribution server 20a, an electronic money deposit apparatus 30a, 
a mobile telephone 40a, and a home server 50a. The content 
distribution server 10a, the license ticket distribution server 20a 
and the home server 50a are each connected to the network 60, and 
the mobile telephone 40a is able to connect to the network 60 via 
a gateway server (not illustrated) . 
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In the settlement system 1, settlement of content charges is 
performed by the communications enterprise ' s mobile telephone charge 
management server 30 performing proxy settlement for the content 
charges on behalf of the user, and then billing the user once a month 
for a service charge that is a total of the mobile telephone usage 
charge and the content usage charge . However , in the settlement system 
2 , settlement of content charges is performed not via a communications 
enterprise's apparatus, but by using electronic money information 
deposited in a tamper -resistant area of the mobile telephone 40a. 
The electronic money information is digital data that expresses a 
monetary value. 

0090 

<Structure> 

The following describes the structure of the settlement system 



2 . Note that since the content distribution server 10a and the home 
server 50a have the same functions as the content distribution server 
10 and the home server 50 described in the first embodiment, a 
description thereof is omitted here. 

1 . License ticket distribution server 20a 

FIG. 11 is a function block diagram showing the structure of 
the license ticket distribution server 20a functionally. As shown 
in FIG. 11, the license ticket distribution server 20a is composed 
of a content key input unit 201a, a content information input unit 
202a, a control unit 203a, a license ticket storage unit 204a, a 
TRM (tamper -resistant module) 205a, a communication unit 206a, and 
a transmission/reception unit 20 7a. 
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Since, among the stated compositional elements, the content 
key input unit 201a, the content information input unit 202a, the 
license ticket storage unit 204a and the transmission/reception unit 
207a have the same functions and structure as the content key input 
unit 201, the content information input unit 202, the license ticket 
storage unit 204 and the transmission/reception unit 207 in the first 
embodiment, descriptions thereof are omitted here. 

(1) Control unit 203a 

The control unit 203a is made up of a microprocessor and a 
control program, and performs the following processing by the 
microprocessor executing the control program. 
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(a) As in the first embodiment, the control unit 203a receives 
content IDs and content keys from the content key input unit 201a, 
and receives contents IDs and content information from the content 
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information input unit 202a. The control unit 203a puts each pair 
of a content key and content information whose content IDs match 
in correspondence, and attaches a ticket number thereto to generate 
a license ticket. The control unit 203a outputs the generated license 
ticket to the license ticket storage unit 204a. 
0093 

(b) The control unit 203a receives electronic money 
transmission information from the mobile telephone 40a via the 
communication unit 206a. Here, the received electronic money 
transmission information includes electronic money information 
showing "1000 yen" and a ticket number "NO__l" . 

The control unit 203a refers to the license ticket table 230 
(see FIG. 4) stored in the license ticket storage unit 204a to check 
whether the content charge in the license ticket 231 that includes 
the ticket number "NO_l" matches the amount shown by the electronic 
money information included in the received electronic money 
transmission information. When the two match, the control unit 203a 
reads the electronic money information "1000 yen" from the received 
electronic money transmission information, and outputs the read 
electronic money information "1000 yen" to the TRM 205a. 
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In addition, the control unit 203a generates receipt 
information showing that it has received the electronic money 
information showing "1000 yen", and returns the generated receipt 
information to the mobile telephone 40 via the communication unit 
206a. 

(c) The control unit 203a receives a ticket request from the 
mobile telephone 40a via the network 60 and the transmission/reception 



unit 207a. The ticket request includes the ticket number vv NO_l" and 
the receipt information . The control unit 203a reads the ticket number 
"NO_l" from the ticket request, and reads the license ticket 231 
that includes the ticket number from the license ticket storage unit 
204a. The control unit 203a transmits the read license ticket 231 
to the mobile telephone 40a via the transmission/reception unit 207a 
and the network 60. 
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(2) TRM 205a 

The TRM 205a is composed of a tamper -resistant IC chip and 
electronic money storage area. The TRM 205a receives the electronic 
money information from the control unit 203a, and adds the electronic 
money information to already -stored electronic money information. 

The electronic money information stored in the TRM 205a is 
unable to be rewritten from outside the license ticket distribution 
server 20a. 
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(3) Communication unit 206a 

The communication unit 20 6a performs short-range wireless 
communication with a communication unit 404a of the mobile telephone 
40a. The communication unit 206a outputs information received from 
the mobile telephone 40a to the control unit 203a. 

2. Electronic money deposit apparatus 30a 

The electronic money deposit apparatus 30a is computer system 
composedof a microprocessor, a ROM, a RAM, andsoon, and, specifically, 
includes a touch panel for displaying a screen and receiving operations 
from a user, and a money slot for receiving coins and notes from 
the user . 
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The electronic money deposit apparatus is located where it 
can be easily used by users , inside a convenience store, for instance . 
The electronic money deposit apparatus performs short-range wireless 
communication with the user's mobile telephone 40a, and deposits 
electronic money in a TRM 410a in the mobile telephone 40a. 

Note that since the electronic money deposit apparatus 30a 
can be implemented with a commonly -known technique, the structure 
thereof is not illustrated. Furthermore, a detailed description of 
the electronic money deposit apparatus 30a is omitted. 
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3 . Mobile telephone 40a 

FIG. 12 is a function block diagram showing the structure of 
the mobile telephone 40a functionally . As shown in FIG . 12, the mobile 
telephone 40a is composed of a transmission/reception unit 401a, 
a control unit 402a, a operation unit 403a, a communication unit 
404a, a display unit 405a, a storage unit 406a, an antenna 407a, 
a speaker 408a, a microphone 409a and a TRM 410a. 
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Since, of the stated compositional elements, the 
transmission/reception unit 401a, the operation unit 403a, the display 
unit 405a, the storage unit 406a, the antenna 407a, the speaker 408a 
and the microphone 409a have the same functions and structure as 
the transmission/reception unit 401, the operation unit 403, the 
display unit 405, the storage unit 40 6, the antenna 407, the speaker 
408 and the microphone 409 of the first embodiment, descriptions 
thereof are omitted. 

(1) Control unit 40 2a 



The control unit 402a is made up of a microprocessor and a 
control program, and performs the following processing by the 
microprocessor executing the program. 

0100 

(a) In processing for depositing electronic money information 
in the TRM 410a, the control unit 402a performs input and output 
of information between the electronic money deposit apparatus 30a 
and the TRM 410a . Specifically, the control unit 402a perf orms input 
and output of information such as information showing that a deposit 
request has been received, information showing the balance in the 
TRM 410, and electronic money information deposited in the TRM 410a. 

0101 

(b) In processing for obtaining the license ticket 231, the 
control unit 402a receives electronic money information ^1000 yen" 
output from the TRM 410a and the ticket number xx NO_l" output by the 
operation unit 403a, and generates electronic money transmission 
information that includes these. The control unit 402a transmits 
the generated electronic money transmission information via the 
communication unit 404a to the license ticket distribution server 
20a. 
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In addition, the control unit 4 02a receives receipt information 
corresponding to the electronic money transmission information, via 
the communication unit 404a from the license ticket distribution 
server 20a. The receipt information is information showing that the 
electronic money information xx 1000 yen" has been received as payment 
for the license ticket 231 corresponding to the ticket number xx NO_l" . 

(c) Furthermore, in processing for obtaining the license ticket 



231, the control unit 402a generates a ticket request made up of 
the ticket number "NO_l" and the receipt information. The control 
unit 402a transmits the generated ticket request to the license ticket 
distribution server 20a via the transmission/reception unit 401a 
and the network 6 0 . 
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In addition, the control unit 402a receives the license ticket 
231 from the license ticket distribution server 20a via the network 
60 and the transmission/reception unit 401a. The control unit 402a 
transmits the received license ticket 231 via the communication unit 
404a to the home server 50a. 

(2) Communication unit 404a 

The communication unit 404a, which has an antenna, receives 
the license ticket 231 from the control unit 402a, and transmits 
the received license ticket 231 to the home server 50a using short-range 
wireless communication . 

0104 

Furthermore, the communication unit 404a receives the 
electronic money transmission information from the control unit 402a, 
and transmits the received electronic money transmission information 
to the electronic money deposit apparatus 30a using short-range 
wireless communication. In addition, the communication unit 404a 
receives the receipt information from the electronic money deposit 
apparatus 30a using short-range wireless communication. 

Note that the short-range wireless communication used by the 
communication unit 404a is achieved by non- contact IC card 
communication, infrared communication, Bluetooth, or the like. 
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(3) TRM 410a 

The TRM 410a is composed of a tamper-resistant IC chip and 
electronic money storage area. The TRM 410a stores electronic money 
information that expresses a monetary value. As one example, in FIG . 
12 electronic money information showing "3000 yen" is stored in the 
electronic money storage area. 
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The electronic money information stored in the TRM 410a is 
added to and subtracted from in deposit processing and payment 
processing, but cannot be rewritten from outside the mobile telephone 
40a. In other words, the electronic money information stored in the 
TRM 410a cannot be tampered with. 

Note that the user is able to use the electronic money deposit 
apparatus 30a to make a balance inquiry regarding the electronic 
money information stored in the TRM 410a. 
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The following describes the TRM 410a in deposit processing 
and payment processing. 

(Deposit processing) On receiving the electronic money 
information from the control unit 402a, the TRM 410a adds the amount 
shown by the received electronic money information to the amount 
shown by the electronic money information already stored in the 
electronic money storage area, andstores electronic money information 
showing the amount resulting from the addition, in the electronic 
money storage area in place of the electronic money information that 
had been stored up until that point. 
0108 

Taking an example of the TRM 410a already storing electronic 
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money information showing "1000 yen'' in the electronic money storage 
area, if the TRM 410a receives electronic money information showing 
"2000 yen" from the control unit 402a, the TRM 410a adds the received 
"2000 yen" to the "1000 yen" that has been stored up to that point, 
and stores electronic money information showing "3000 yen" in the 
electronic money storage area. 
0109 

(Payment processing) On receiving an instruction from the 
control unit 402a to pay "1000 yen", which is the content charge 
relating to the license ticket 231, the TRM 410a subtracts "1000 
yen" from the electronic money information "3000 yen" stored in the 
electronic money storagearea, andstores electronicmoney information 
showing the resultant amount "2000 yen" in place of the electronic 
money information that had been stored up to that point. In addition, 
the TRM 410a outputs electronic money information showing "1000 yen" 
to the control unit 402a. 
0110 

<Operations> 

The following describes operations of the settlement system 
2 with use of the flowcharts in FIG. 13 to FIG. 15. 
1 . Overall Operations 

FIG . 13 is a flowchart showing operations of the system overall . 
The settlement system 2 first performs deposit processing for 
depositing electronic money information into the TRM 410a of the 
mobile telephone 40a (step S201), and then performs content usage 
processing suchas content distribution, license ticket distribution, 
decryption and playback (step S202) . 
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2. Operations in deposit processing 

FIG . 14 is a flowchart showing operations in deposit processing . 
Note that the operations described, here are the details of step S201 
in the flowchart shown in FIG . 13 . Deposit processing for depositing 
electronic money information in the TRM 410a of the mobile telephone 
40a is performed between the electronic money deposit apparatus 30a 
and the mobile telephone 40a. Note that during this processing the 
electronic money deposit apparatus 30a and the mobile telephone 40a 
are at a distance at which mutual short-range wireless communication 
is possible. 

0112 

The electronic money deposit apparatus 30a receives a deposit 
request according to a patch panel on the screen being operated by 
the user (step S301) . The electronic money deposit apparatus 30a 
transmits inf ormation showing that a deposit request has been received 
to the mobile telephone 40a according to short-range wireless 
communication, and the communication unit 404a of the mobile telephone 
40a receives the information (step S302) . 

Onreceiving, via the control unit 402a, the inf ormation showing 
that a deposit request has been received, the TRM 410a of the mobile 
telephone 40a reads the balance of the electronic money information 
stored in the electronic money storage area (step S303 ) , and outputs 
information showing the balance to the control unit 402a. As a 
specific example, assuming that the balance of the electronic money 
inf ormation is "1000 yen" , the control unit 402a transmits information 
showing that the balance of the electronic money information is "1000 
yen" via the communication unit 404a to the electronic money deposit 
apparatus 30a, and the electronic money deposit apparatus 30a receives 
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the information showing that the balance is vv 1000 yen' 7 (step S304) . 
0113 

Based on the information received at step S304 , the electronic 
money deposit apparatus 30a displays on the screen that the balance 
of the electronic money information stored in the mobile telephone 
40a is "1000 yen" (step S305) . Next, the electronic money deposit 
apparatus 30a displays, on the screen, a screen for receiving a 
designation of a deposit amount from the user, and receives the 
designation of the deposit amount by having the user operate the 
touch panel (step S306) . As a specific example, the user designates 
"2000 yen" as the deposit amount, and inserts currency to the value 
of the designated amount "2000 yen" in the money slot provided in 
the electronic money deposit apparatus 30a. 

0114 

On receiving currency (coins and/or notes), the electronic 
money deposit apparatus 30a checks the amount, and if the amount 
matches the deposit amount "2000 yen" designated at step S306, 
generates electronic money information showing "2000 yen" (stepS307) . 
The electronic money deposit apparatus 30a transmits the generated 
electronic money information showing "2000 yen" to the mobile 
telephone 40a using short-range wireless communication, and the 
communication unit 404a of the mobile telephone 40a receives the 
electronic money information showing "2000 yen" (step S308). 

0115 

The control unit 402a of the mobile telephone 40a receives 
the electronic money information showing "2000 yen" via the 
communication unit 404a, and outputs the electronic money information 
showing the "2000 yen" to the TRM 410a. On receiving the electronic 



money information showing "2000 yen" , the TRM 410a adds "2000 yen" 
to the balance "1000 yen" read at step S303, and generates electronic 
money information showing the resultant amount "3000 yen" . The TRM 
410a stores the generated electronic money information "3000 yen" 
in the electronic money storage area (step S309) . 
0116 

3 . Operations in content usage processing 

FIG. 15 shows operations in content usage processing. Note 
that the operations described here are the details of step S202 shown 
in FIG. 13. 

While viewing the content distributor' s website using the home 
server 50a, the user selects content that he/she wishes to use. The 
home server 50a receives the selection of the content according to 
an input by the user (step S401) . 
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The home server 50a generates a content request that includes 
the content ID "ID__0001" identifying the piece of content of which 
the selection was received (step S402), transmits the generated 
content request via the network 60 to the content distribution server 
10a, and the content distribution server 10a receives the content 
request (step S403) . 

The content distribution server 10a reads the content ID from 
the received content request, and reads the encrypted content 
identified by the read content ID "ID_0001" from the content storage 
area (step S404 ) . The content distribution server 10a transmits the 
read encrypted content to the home server 50a, and the home server 
50a receives the encrypted content (step S405) . The home server 50 
stores the received piece of encrypted content internally (stepS406) . 
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Meanwhile, while viewing the content distributor's website 
displayed on the home server 50a, the user inputs the ticket number 
"N0_1" of the license ticket corresponding to the content selected 
at step S401, into the mobile telephone 40a by operating the operation 
unit 403a . The user also inputs the content charge "1000 yen" relating 
to the license ticket identified by the ticket number "NO_l" into 
the mobile telephone 40a by operating the operation unit 403a. 
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The mobile telephone 40a receives input of the ticket number 
"NO_l" and the content charge "1000 yen" (step S407). 

The control unit 402a of the mobile telephone 40a outputs, 
to the TRM 410a, an instruction to read electronic money information 
equivalent to the content charge "1000 yen" received at step S407, 
and receives the electronic money information showing "1000 yen" 
from the TRM 410a. The control unit 402a generates electronic money 
transmission information that includes the electronic money 
information "1000 yen" and the ticket number "N0__1" (step S408). 
The communication unit 404a transmits the electronic money 
transmission information to the license ticket distribution server 
20a using short-range wireless communication, and the license ticket 
distribution server 20a receives the electronic money transmission 
information (step S409) . 
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The control unit 203a of the license ticket distribution server 
20a checks the electronic money transmission information received 
at step S409 . The control unit 203a outputs the electronic money 
information "1000 yen" included in the electronic money transmission 



information to the TRM 205a, and the TRM 205a stores the electronic 
money information u 1000 yen" received from the control unit 203a 
in the internal electronic money storage area (step S410) . 
0121 

Subsequently, the control unit 203a generates receipt 
information showing that it has received the electronic money 
information xv 1000 yen". The communication unit 206a transmits the 
receipt information to the mobile telephone 40a using short-range 
wireless communication, and the mobile telephone 40a receives the 
receipt information (step S411) . 

Next, the mobile telephone 40a generates a ticket request that 
includes the ticket number XX N0_1" and the receipt information received 
at step S411 (step S412) . The mobile telephone 40a transmits the 
generated ticket request via the gateway server and the network 60 
to the license ticket distribution server 20a, and the license ticket 
distribution server 20a receives the ticket request (step S413). 
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The control unit 203a of the license ticket distribution server 
20a reads the receipt information from the received ticket request, 
and checks that the receipt information is the receipt information 
issued by the control unit 203a itself. Then the control unit 203a 
reads ticket number XN NO_l" from the ticket request, and reads the 
license ticket 231 that includes the ticket number w NO_l" from the 
license ticket storage unit 204a (step S414) . The control unit 203a 
transmits the read license ticket 231 via the transmission/reception 
unit 207a and the network 60 to the mobile telephone 40a, and the 
mobile telephone 40a receives the license ticket 231 (step S415) . 
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The control unit 402a of the mobile telephone 40a receives 
the license ticket 231 from the transmission/reception unit 401a 
and outputs the received license ticket 231 to the communication 
unit 404a. The communication unit 404a transmits the license ticket 
231 to the home server 50a using short-range radio communication 
(step S416) . 
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The home server 50a decrypts the encrypted content stored at 
step S406, using the content key included in the license ticket 231 
(step S417) . The home server 50a plays the decrypted content within 
the scope of the copyright information included in the license ticket 
231 (step S418) . 

Third Embodiment 

0125 

The following describes a settlement system 3 as a third 
embodiment of the present invention with reference to the drawings . 

FIG. 16 is a system structural diagram showing the structure 
of the settlement system 3 . As shown in FIG . 16 , the settlement system 
3 is composed of a content distribution server 10b, a license ticket 
distribution server 20b, a electronic money deposit apparatus 30b, 
a mobile telephone 40b, a home server 50b, and a memory card 70b. 
The content distribution server 10b, the license ticket distribution 
server 20b and the home server 50b are each connected to the network 
60, and the mobile telephone 40b is able to connect to the network 
60 via the gateway server (not illustrated) . 
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The settlement system 3 performs settlement for content using 



electronic money information deposited in a tamper-resistant area 
of the mobile telephone 40b in the same way as the settlement system 
2. The settlement system 3 differs from the settlement system 2 in 
that content is played by the mobile telephone 40b, not the home 
server 50b. 

<Structure> 

The following describes the structure of the settlement system 
3 . Note that since the content distribution server 10b has the same 
structure and functions as the content distribution server 10 
described in the first embodiment , and the license ticket distribution 
server 20b and the electronic money deposit apparatus 30b have the 
same structure and functions as the license ticket distribution server 
20a and the electronic money deposit apparatus 30a described in the 
second embodiment, descriptions thereof are omitted. 

0127 

1 . Home server 50b 

As in the first and second embodiments, the home server 50b 
requests content from the content distribution server 10b, and 
receives encrypted content from the content distribution server 10b. 
The encrypted content obtained from the content distribution server 
10b is digital content that has been encoded in accordance with the 
MPEG- 2 standard and then encrypted with a corresponding content key. 

0128 

The home server 50b differs from the first and second embodiment 
in that it includes a conversion unit and a memory card input/output 
unit. 

The conversion unit has a function of converting MPEG -2 digital 
data toMPEG-4 digital data, and is realized with a conversion circuit, 
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conversion software, or the like . On receiving the encrypted content 
from the content distribution server 10b, the conversion unit coverts 
the obtained encrypted content from the content distribution server 
10b to MPEG-4 digital data. 
0129 

The memory card input/output unit is realized with a card slot 
in which the memory card 70b is insertable, a memory card driver, 
and so on. The memory card input/output unit writes the encrypted 
content that has been converted by the conversion unit to the memory 
card 70b while the memory card 70b is in an inserted state therein. 

2. Memory card 70b 

The memory card 70b is a card-type recording medium used to 
transfer the encrypted content from the home server 50b to the mobile 
telephone 40b. 
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The memory card 70b is inserted in the memory card input/output 
unit of the home server 50b, and the encrypted content is written 
thereto by the home server 50b. The memory card 70b is then inserted 
in a memory card input/output unit 411b of the mobile telephone 40b, 
and the stored encrypted content is read by the mobile telephone 
40b. 

3. Mobile telephone 40b 

FIG. 17 is a functional block diagram showing the structure 
of the mobile telephone 40b functionally. As shown in FIG. 17, the 
mobile telephone 40b is composed of transmission/reception unit 401b, 
a control unit 402b, a operation unit 403b, a communication unit 
404b, a display unit 405b, a storage unit 406b, an antenna 407b, 
a speaker 408b, a microphone 409b, TRM 410b, and the memory card 



input/output unit 411b. 
0131 

Of the stated compositional elements, the 
transmission/reception unit 401b, the operation unit 403b, the storage 
unit 406b, the antenna 407b and the microphone 409b have the same 
functions and structure as the transmission/reception unit 401, the 
operation unit 403, the storage unit 406, the antenna 407 and the 
microphone 409 in the first embodiment, and the TRM 410b has the 
same functions and structure as the TRM 410a in the second embodiment, 
and therefore descriptions of these are omitted. 
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(1) Memory card input/output unit 411b 

The memory card input/output unit 411b is composed of a card 
slot in which the memory card 70b is insertable, a memory card driver, 
and so on. Upon the memory card 70b on which encrypted content is 
stored being inserted in the card slot, the memory card input/output 
unit 411b reads the encrypted content from the memory card 70b, and 
outputs the read encrypted content to the control unit 402b. 
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(2) Control unit 402b 

The control unit 402b is composed of a microprocessor, a control 
program, and so on, and controls the mobile telephone 40b overall 
by the microprocessor executing the control program. Note that the 
following description focuses on structure and function of the control 
unit 4 0 2b that di f f er f rom the control unit 40 2 in the second embodiment , 
and omits a description of the functions that are the same as the 
control unit 402 in the second embodiment. 
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(a) The control unit 4 02b has a decryption unit. The decryption 
unit receives the encrypted content from the memory card input/output 
unit 411b. The decryption unit also reads the content key 
vx hc426D99ro7v" from the license ticket 231 received via the 
transmission/reception unit 401. The decryption unit decrypts the 
encrypted content using the content key "hc426D99ro7v" as a decryption 
key . The decryption unit outputs the decrypted content to a decoding 
unit described next. 
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(b) The control unit 402b has a decoding unit. The decoding 
unit receives the decrypted content from the decryption unit, and 
decodes the received decrypted content, thereby generating a video 
signal and an audio signal . The decoding unit outputs the video signal 
to the display unit 405b and the audio signal to the speaker 408b. 

(3) Display unit 405b and Speaker 408b 

The display unit 4 05b receives the video signal from the decoding 
unit of the control unit 402b, and outputs the received video signal 
to the display. 
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The speaker 408b receives the audio signal from the decoding 
unit of the control unit 402b, and outputs the received audio signal . 
<Operations> 

The following describes operations of the settlement system 
3 with use of the flowchart shown in FIG . 18 . 
0137 

While viewing the content distributor' s website using the home 
server 50b, the user selects content that he/she wishes to use. The 
home server 50b receives the selection of the content according to 



an input by the user (step S501) . 

The home server 50b generates a content request that includes 
the content ID V ID_0001" identifying the content of which the selection 
was received (step S502), transmits the generated content request 
to the content distribution server 10b via the network 60, and the 
content distribution server 10b receives the content request (step 
S503) . 

0138 

The content distribution server 10b reads the content ID from 
the received content request, and reads the encrypted content 
identified by the read content ID XV ID_0001" from the content storage 
area (step S504) . The content distribution server 10b transmits the 
read encrypted content to the home server 50b, and the home server 
50b receives the encrypted content (step S505) . 

0139 

The home server 50b coverts the received encrypted content 
from MPEG -2 toMEPG-4 (step S506) , and outputs the converted encrypted 
content to the memory card 70b which is inserted in the card slot 
(step S507) . 

The memory card 70b stores the encrypted content output by 
the home server 50b (step S508). 
0140 

Meanwhile, while viewing the content distributor's website 
displayed on the home server 50b, the user inputs the ticket number 
VV N0__1" of the license ticket corresponding to the content selected 
at step S501 , into the mobile telephone 40b by operating the operation 
unit 4 03b . The user also inputs the content charge "1000 yen'' relating 
to the license ticket identified by the ticket number "NO__l" into 
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the mobile telephone 40b by operating the operation unit 403b. 
0141 

The mobile telephone 40b receives input of the content number 
"NO_l" and the content charge "1000 yen" (step S509). 

The control unit 402b of the mobile telephone 40b outputs, 
to the TRM 410b, an instruction to read electronic money information 
equivalent to the content charge ^1000 yen" received at step S509, 
and receives the electronic money information showing "1000 yen" 
from the TRM 410b. The control unit 402b generates electronic money 
transmission information that includes the electronic money 
information "1000 yen" and the ticket number vv NO_l" (step S510). 
The communication unit 404b transmits the electronic money 
transmission information to the license ticket distribution server 
20b using short-range wireless communication, and the license ticket 
distribution server 20b receives the electronic money transmission 
information (step S511) . 

0142 

The license ticket distribution server 20b checks the 
electronic money transmission information received at step S409. 
The license ticket distribution server 20b stores the electronic 
money information "1000 yen" included in the electronic money 
transmission information in an internal tamper-resistant module (step 
S12) . 

The license ticket distribution server 20b then generates 
receipt information showing that is has received the electronic money 
information "1000 yen", transmits the generated receipt information 
to the mobile telephone 40b using short-range wireless communication, 
and the mobile telephone 40b receives the receipt information (step 



S513) . 

0143 

Next, the mobile telephone 40b generates a ticket request that 
includes the ticket number "N0_1" and the receipt information received 
at step S513 (step S514) . The mobile telephone 40b transmits the 
generated ticket request via the gateway server and the network 60 
to the license ticket distribution server 20b, and the license ticket 
distribution server 20b receives the ticket request (step S515) . 

0144 

The license ticket distribution server 20b reads the receipt 
information from the received ticket request, and checks that the 
receipt information is the receipt information issued by the license 
ticket distribution server 20b itself. Then the license ticket 
distribution server 20b reads ticket number "NO__l" from the ticket 
request, and reads the license ticket 231 that includes the ticket 
number xy NO__l" from an internal license ticket storage area (step 

5516 ) . The license ticket distribution server 20b transmits the read 
license ticket 231 via the network 60 to the mobile telephone 40a, 
and the mobile telephone 40a receives the license ticket 231 (step 

5517) . 

0145 

The user inserts the memory card 70b in which the encrypted 
content is stored into the memory card input/output unit 411b of 
the mobile telephone 40b. 

The memory card input/output unit 411b reads the encrypted 
content from the memory card 70b (step S518) . 

The control unit 402b of the mobile telephone 40b receives 
the license ticket 231 received at step S517 from the 



transmission/reception unit 401b, and reads the content key from 
the received license ticket 231. The control unit 402b decrypts the 
encrypted content read at step S518, using the read content key 
"hc426D99ro7v" (step S519). The control unit 402b decodes the 
decrypted content, and plays the decoded content within the scope 
of the copyright information in the license ticket 231 (step S520) . 

Fourth Embodiment 

0146 

The following describes a settlement system 4 as a fourth 
embodiment of the present invention with reference to the drawings . 

FIG. 19 is a system structural diagram showing the structure 
of the settlement system 4 . As shown in FIG . 19 , the settlement system 
4 is composed of a content distribution server 1000, a license ticket 
distribution server 2000, a mobile telephone charge management server 
3000, a registration server 3100, a gateway server 4000, a mobile 
telephone 1 (4100) , a mobile telephone 2 (4200), a mobile telephone 
3 (4300), a router 5000, a home server 1 (5100), home server 2 (5200), 
a home server 3 (5300), and an electronic money deposit apparatus 
7000. 

0147 

The content distribution server 1000, the license ticket 
distribution server 2000, the mobile telephone charge management 
server 3000, and the gateway server 4000 are connected to a network 
6000. The mobile telephone 1 (4100), the mobile telephone 2 (4200) 
and the mobile telephone 3 (4300) are each able to connect to the 
network 6000 via the gateway server 4000 , and the home server 1 ( 5100 ) , 
the home server 2 (5200) and the home server 3 (5300) each connect 



to the network 6000 via the router 5000. 
0148 

Of the devices surrounded by the solid line in FIG. 19, the 
router 5000, the home server 1 (5100), the home server 2 (5200) and 
the home server 3 (5300) exist in a home . Although the mobile telephone 
1 (4100), the mobile telephone 2 (4200) and the mobile telephone 

3 (4300) are portable telephones that are carried around by users, 
and therefore they do not necessarily exist in the home, these are 
assumed to be devices that are used by a family here. 

0149 

Whereas systems that include one mobile telephone and one home 
server are described in the previous embodiment, the settlement system 

4 includes a plurality of mobile telephones and a plurality of home 
servers . Furthermore , whereas the settlement system 1 has a structure 
in which the communications enterprise performs proxy settlement 
for content usage charges, and the settlement system 2 and the 
settlement system 3 have a structure in which content usage charges 
are paid using electronic money deposited in the mobile telephone, 
the settlement system 4 is combination of these . The settlement system 
4 has a structure in which under a particular condition the 
communications enterprise performs proxy settlement of content usage 
charges, and under another particular condition, electronic money 
deposited in the mobile telephone is used to pay content usage charges . 

0150 

<Structure> 

The following describes the structure of each device in the 
settlement system 4 . 

1. Content distribution server 1000 



The content distribution server 1000 has the same structure 
and functions as the content distribution server 10 described in 
the first embodiment, and therefore a description thereof is omitted. 

0151 

2. License ticket distribution server 2000 

FIG. 20 is a function block diagram showing the structure of 
the license ticket distribution server 2000 functionally. 

As shown in FIG. 20, the license ticket distribution server 
2000 is composedof a content key input unit 2001, a content information 
input unit 2002, a control unit 2003, a license ticket storage unit 
2004, an unsettled information storage unit 2005, a settled 
information storage unit 2006 , aTRM2007, a communication unit 2008 , 
a transmission/reception unit 20 09, and an enterprise identifier 
storage unit 2010 . 

0152 

The content key input unit 2001, the content information input 
unit 2002, the license ticket storage unit 2004, the unsettled 
information storage unit 2005, the settled information storage unit 
2006 and the transmission/reception unit 2009 have the same structure 
and functions as the content key input unit 201 , the content information 
input unit 202, the license ticket storage unit 204, the unsettled 
information storage unit 205, the settled information storage unit 
206 and the transmission/reception unit 209, respectively, that are 
compositional elements of the license ticket distribution server 
20 of the first embodiment shown in FIG. 2. 

0153 

Furthermore, the TRM 2007 and the communication unit 2008 have 
the same structure and functions as the TRM 205a and the communication 



unit 206a, respectively, that are compositional elements of the 
license ticket distribution server 20a of the second embodiment shown 
in FIG. 11. 

The enterprise identifier storage unit 2010 is a compositional 
element that is unique to the fourth embodiment. The enterprise 
identifier storage unit 2010 is composed of a ROM, and stores an 
enterprise identifier internally. The enterprise identifier stored 
in the enterprise identifier storage unit 2010 is information for 
uniquely identifying the enterprise that performs a license 
distribution service using the license ticket distribution server 
2000. As shown in FIG. 20, the enterprise identifier that uniquely 
identifies the enterprise is ID_2000 (2011) . ID„2000 (2011) is, for 
instance, a number assigned by an organization that accredits 
enterprises that perform quality service. In this case, the number 
of the ID_2000 (2011) has been securely written to the enterprise 
identifier storage unit 2010. Note that the ID_2000 (2011) written 
to the enterprise identifier storage unit 2010 is assumed to be unable 
to be tampered with by the user. Note also that the enterprise 
identifier is not limited to being a number assigned in the stated 
manner, but the network address of the license ticket distribution 
server 2000 or the like may be used. 
0154 

The control unit 2003 is composed of a microprocessor, a ROM, 
a RAM and so on. The control unit 2003 receives a ticket request 
that includes the ticket number, via the transmission/reception unit 
2009 and the network 6000 from the mobile telephone 1 (4100), the 
mobile telephone 2 (4200) or the mobile telephone 3 (4300). 

On receiving the ticket request, the control unit 2003 extracts 
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the ticket number from the ticket request, and reads the license 
ticket corresponding to the extracted ticket number from the license 
ticket storage unit 2004 . The control unit 2003 also reads the ID_2000 
(2011) from the enterprise identifier storage unit 2010. 
0155 

The control unit 2003 transmits the read license ticket and 
ID_2000 (2011) via the transmission/reception unit 2009 and the 
network 6000 to the mobile telephone that is the request - source . 

3. Mobile telephone charge management server 3000 and 
Registration server 3100 

The following describes the mobile telephone charge management 
server 3000 and the registration server 3100. 

0156 

The users who possess the mobile telephone 1 (4100) ,the mobile 
telephone2 (4200) and the mobile telephone 3 (4300) have subscriptions 
for the mobile telephone charge management server 3000 and the 
registration server 3100 , and the mobile telephone charge management 
server 3000 and the registration server 3100 are possessed by a 
communications enterprise that provides service to the users . 
3-1 Mobile telephone charge management server 3000 
FIG. 21 is a function block diagram showing the structure of 
the mobile telephone charge management server 3000 functionally. 
As shown in FIG. 21, the mobile telephone charge management server 
3000 is composed of a transmission/reception unit 3001, a content 
charge settlement unit 3002, a control unit 3003, a mobile telephone 
usage charge management unit 3004, a content usage charge management 
unit 3005, a service charge settlement unit 3006, and an inquiry 
unit 3007. 
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The transmission/reception unit 3001, the content charge 
settlement unit 3002, the mobile telephone usage charge management 
unit 3004, the content usage charge management unit 3005 and the 
service charge settlement unit 300 6 have the same structure and 
functions as the transmission/reception unit 301, the content charge 
settlement unit 302, the mobile telephone usage charge management 
unit 304 , the content usage charge management unit 305 and the service 
charge settlement unit 306, respectively, that are compositional 
elements of the mobile telephone charge management server 30 of the 
first embodiment shown in FIG. 5. 
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The control unit 3003 is composed of a microprocessor, a ROM, 
a RAM, and so on. The control unit 3003 receives a license ticket 
docket via the transmission/reception unit 3001 and the network 6000 
from the mobile telephone 1 (4100), the mobile telephone 2 (4200) 
and the mobile telephone 3 (4300) . On receiving the license ticket 
docket, the control unit 3003 extracts the enterprise identifier 
from an enterprise information field in the license ticket docket, 
and outputs the extracted enterprise identifier to the inquiry unit 
3007. 

0159 

One example of the license ticket docket received from one 
of the mobile telephones is a license ticket docket 4130 shown in 
FIG . 24 . Upon receiving the license ticket docket 4130, the control 
unit 3003 extracts the ID_J2000 from the enterprise identifier field, 
and outputs the extracted ID_2000 to the inquiry unit 3007. Note 
that details of the license ticket docket 4130 are given later. 
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On receiving a signal showing "proxy settlement not possible" 
from the inquiry unit 3007, the control unit 3003 notifies the mobile 
telephone to that effect via the transmission/reception unit 3001 
and the network 6000 . On receiving a signal showing "proxy settlement 
possible" from the inquiry unit 3007, the control unit 3003 adds the 
content charge to the mobile telephone charge to calculate a service 
charge in the same manner as the control unit 303 of the mobile telephone 
charge management server 30 described in the first embodiment. 

0161 

The inquiry unit 3007 is a compositional element that is unique 
to the fourth embodiment. The inquiry unit 3007 is composed of a 
LAN connection unit and so on, and is connected to the registration 
server 3100 via a LAN. 

The inquiry unit 3007 receives the enterprise identifier that 
the control unit 3003 extracted from the license ticket docket from 
the control unit 3003. The inquiry unit 3007 generates an inquiry 
request that includes the received enterprise identifier. The 
inquiry request is information to the effect that an inquiry is being 
made as to whether or not proxy settlement can be executed with the 
enterprise identified by the enterprise identifier. The inquiry unit 
300 7 transmits the generated inquiry request via the LAN to the 
registration server 3100 . 

0162 

Furthermore, the inquiry unit 3007 receives reply information 
that is a reply to the inquiry request, from the registration server 
3100. The reply information includes either "0" or "1", "0" showing 
that proxy settlement is not possible, and "1" showing that proxy 



settlement is possible. 

On receiving reply information that includes xv 0" from the 
registration server 3100, the inquiry unit 3007 outputs a signal 
showing "proxy settlement not possible" to the control unit 3003. 
On the other hand, on receiving reply information including w l" from 
the registration server 3100, the inquiry unit 3007 outputs a signal 
showing "proxy settlement possible" to the control unit 3003. 

0163 

3-2 Registration server 3100 

FIG. 22 is a function block diagram showing the structure of 
the registration server 3100 functionally. As shown in FIG. 22, the 
registration server 3100 is composed of an input/output unit 3101, 
a control unit 3102, and a storage unit 3103 . The registration server 
3100 is, specifically, a computer system composed of a microprocessor, 
a ROM, a RAM, a hard disk unit, and so on. 
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(1) Input/output unit 3101 

The input/output unit 3101 is composed of a LAN connection 
unit and so on, and performs communication with the mobile telephone 
charge management server 3000 via the LAN. 

Specifically, the input/output unit 3101 receives an inquiry 
request from the mobile telephone charge management server 3000, 
and outputs the received inquiry request to the control unit 3102. 
Furthermore, the input/output unit 3101 transmits reply information 
received from the control unit 310 2 to the mobile telephone charge 
management server 3000. 
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(2) Control unit 3102 
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The control unit 3102 is composed of a microprocessor, a ROM, 
a RAM and so on. 

The control unit 3102 receives an inquiry request from the 
input/output unit 3101 . On receiving the inquiry request, the control 
unit 3102 extracts the enterprise identifier from the received inquiry 
request. The control unit 3102 further reads a registration table 
3105 from the storage unit 3103 , and j udges whether or not the extracted 
enterprise identifier is registered in the read registration table 
3105. 
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When the enterprise identifier is judged to be included in 
the registration table 3105, the control unit 3102 generates reply 
information that includes w l", and when the enterprise identifier 
is judged to not be included in the registration table 3105, the 
control unit 3102 generates reply information that includes VN 0" . 
The control unit 3102 outputs the generated reply information to 
the input/output unit 3101. 

Here , a case in which the control unit 3102 extracts an enterprise 
identifier ID__2000 from the inquiry request is taken as one example. 
As shown in FIG. 22, the registration table 3105 includes the ID_2000 
(3106) . Therefore, the control unit 3102 generates reply information 
that includes "1", and outputs the generated reply information to 
the input/output unit 3101. 
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(3) Storage unit 3103 

The storage unit 3103 is composed of a hard disk unit, and 
pre -stores the registration table 3105 internally. 

As shown in FIG. 22, the registration table 310 5 includes 



enterprise identifiers ID_2000 (3106), ID_2500 ( 3107 ) , ID_2699 (3108), 
and so on . These enterprise identifiers included in the registration 
table 3105 are information for uniquely identifying network service 
enterprises with which the communications enterprise can perform 
proxy settlement. In other words, the enterprise identifiers 
registered in the registration table 3105 are information for 
identifying trusted network service enterprises . The communications 
enterprise performs proxy settlement for trusted network services 
enterprises and does not perform proxy settlement for network services 
enterprises that are not trusted. 
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Note that the registration server 3100 does not have to be 
possessed by the same communications enterprise as the mobile 
telephone charge management server 3000, but may be possessed by 
another independent organization. The organization may be, for 
instance, an organization that accredits enterprises that provide 
quality network service . In such a case, the mobile telephone charge 
management server 3000 and the registration server 3100 perform 
communication via the network 6000 instead of being connected via 
the LAN. 
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4. Mobile telephone 1 (4100), Mobile telephone 2 (4200), Mobile 
telephone 3 (4300) 

The following describes structure of the mobile telephone 1 
(4100), the mobile telephone 2 (4200) and the mobile telephone 3 
(4300). The mobile telephone 1 (4100), the mobile telephone 2 (4200) 
and the mobile telephone 3 (4300) are portable telephones owned by 
different family members of one home. Here, it is assumed that these 



telephones all receive service from the same communications 
enterprise . 
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4-1 Mobile telephone 1 (4100) 

FIG. 23 is a function block diagram showing the structure of 
the mobile telephone 1 (4100) functionally. 

As shown in FIG. 23, the mobile telephone 1 (4100) is composed 
of a transmission/reception unit 4101, a control unit 4102, an 
operation unit 4103, a communication unit 4104, a display unit 4105, 
a storage unit 4106, an antenna 4107, a speaker 4108, a microphone 
4109 and a TRM 4110 . The TRM 4110 includes an electronic money storage 
area 4117 in which is stored electronic money information 4118 showing 
"3000 yen" . The electronic money information 4118 is information 
stored in the electronic money storage area 4117 using the electronic 
money deposit apparatus 7000, as with the mobile telephone 40a in 
the second embodiment. 
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The mobile telephone 1 (4100) has basically the same 
compositional elements as the mobile telephone 40a shown in FIG. 
12. In particular, the transmission/reception unit 4101, the 
operation unit 4103, the communication unit 4104, the display unit 
4105, the antenna 4107, the speaker 4108, the microphone 4109 and 
the TRM 4110 have the same structure and functions as the 
transmission/reception unit 401a, the operation unit 403a, the 
communication unit 404a, the display unit 405a, the antenna 407a, 
the speaker 408a, the microphone 409a and the TRM 410a that are 
compositional elements of the mobile telephone 40a, and therefore 
descriptions thereof are omitted here. 
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(1) Control unit 4102 

The control unit 4102 is composed of a microprocessor, a ROM, 
a RAM and so on, and controls the mobile telephone 1 (4100) overall. 
The following description focuses on functions that differ from the 
control units of the mobile telephones described in the first to 
third embodiments . 

(a) The control unit 4102 receives a license ticket and an 
enterprise identifier from the license ticket distribution server 
2000. Here, a specific example is described of the control unit 4102 
receiving the license ticket 231 shown in FIG . 4 and the enterprise 
identifier XV ID_2000". The control unit 4102 extracts the ticket 
number vx NO_l" and the content charge xx 1000 yen" from the received 
license ticket 231. The control unit 4102 reads its own 
internally -stored email address "matsushita . xxx" and the 
internally -managed date xx 200 5/3/2 2" . 
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The control unit 4102 generates the license ticket docket 4130 
shown in FIG. 24 from the ticket number xv NO_l", the content charge 
xx 1000 yen", the email address XN matsushita@xx. xxx" , the date 
"2005/3/22" and the received enterprise identifier XX ID_2000" . The 
control unit 4102 transmits the generated license ticket docket 4130 
via the transmission/reception unit 4101, the antenna 4107, the 
gateway server 4000 and the network 6000 to the mobile telephone 
charge management server 3000. 
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(b) Here, when the mobile telephone charge management server 
3000 judges that proxy settlement is not possible for the license 



ticket docket 4130 transmitted to the mobile telephone charge 
management server 3000, the control unit 4102 receives information 
to that effect via the network 6000, the gateway server 4000, the 
antenna 4107 and the transmission/reception unit 4101 from the mobile 
telephone charge management server 3000 . 
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In this case, the control unit 4102 generates electronic money 
transmission information that includes the electronic money 
information "1000 yen" output from the TRM 4110 and the ticket number 
xv NO_l" extracted from the license ticket 231, in the same way as 
the control unit 402a described in the second embodiment . The control 
unit 4102 transmits the generated electronic money transmission 
information via the communication unit 4104 to the license ticket 
distribution server 2000. 
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(c) The following describes license ticket transmission 
processing. On receiving a license ticket form the license ticket 
distribution server 2000, the control unit 4102 reads TID_01 (4113) , 
which is the device ID of the mobile telephone 1 (4100) , from a device 
ID storage area 4111 of the storage unit 4106. The control unit 4102 
generates a ticket transmission request that includes the read TID_01 
(4113) . The ticket transmission request does not include a license 
ticket, but is information showing that transmission of a license 
ticket is being requested. 
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The control unit 4102 transmits the generated ticket 
transmission request via the communication unit 4104 to one of the 
home server 1 (5100), the home server 2 (5200) and the home server 



3 (5300) . When the control unit 410 2 receives a signal showing refusal 
of the transmission request via the transmission/reception unit 4101 
from the home server to which the ticket transmission request was 
transmitted, the control unit 4102 does not perform license ticket 
transmission with that home server. On the other hand, when the home 
server to which the ticket transmission request was transmitted 
permits transmission of the license ticket, the control unit 4102 
receives a ticket reception request that includes the device ID of 
the home server via the communication unit 4104 from the home server. 
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Having received the ticket reception request, the control unit 
4102 extracts the device ID of the home server from the received 
ticket reception request. The control unit 4102 also reads all the 
registered device IDs from a valid device information area 4112 in 
the storage unit 4106. 

The control unit 4102 judges whether a device ID that matches 
the device ID extracted from the ticket reception request exists 
among the device IDs read from the valid device information area 
4112. When a matching device ID does not exist, the control unit 
4102 transmits a signal showing refusal of transmission of the license 
ticket, via the communication unit 4104 to the home server. When 
a matching device ID exists, the control unit 4102 transmits the 
license ticket received from the license ticket distribution server 
2000, via the communication unit 4104 to the home server. 
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Specifically, as shown in FIG. 23, three device IDs (SID_01 
(4114), SID_02 (4115) and SID_03 (4116)) are registered in the valid 
device information area 4112. Therefore, the control unit 4102 



transmits the license ticket only if the device ID extracted from 
the ticket reception request is one of these three device IDs . 
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(2) Storage unit 4106 

The storage unit 4106 includes the device ID area 4111 and 
the valid device information area 4112. 

The device ID area 4111 pre-stores TID_01 (4113) which is the 
device ID of the mobile telephone 1 (4100). TID_01 (4113) is, for 
instance, a unique manufacturing number written in the device ID 
area 4111 at the time of manufacturing the mobile telephone 1 (4100) , 
or the telephone number of the mobile telephone 1 (4100). 
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The valid device information area 4112 pre-stores information 
for identifying one or more home servers to which transmission is 
permitted of a license ticket that the mobile telephone 1 (4100) 
has received from the license ticket distribution server 2000 . As 
shown in FIG. 23, SID_01 (4114), which is the device ID of the home 
server 1 (5100), SID_02 (4115), which is the device ID of the home 
server 2 (5200), and SID_03 (4116), which is the device ID of the 
home server 3 (5300) , are registered in the valid device information 
area 4112. The home servers 1 (5100), 2 (5200) and 3 (5300) are 
described later. Note that the device IDs are assumed to be 
pre -registered in the valid device information area 4112 by a user 
operation . 
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4-2 Mobile telephone 2 (4200) 

The mobile telephone 2 (4200) is a mobile telephone possessed 
by a different family member to the user who possesses the mobile 



telephone 1 (4100). 

FIG. 25 is a function block diagram showing the structure of 
the mobile telephone 2 (4200) functionally. 

As shown in FIG. 25, the mobile telephone 2 (4 200) is composed 
of a transmission/reception unit 4201, a control unit 4202, an 
operation unit 4203, a communication unit 4204, a display unit 4205, 
a storage unit 4206, an antenna 4207, a speaker 4208, a microphone 
4 209 and a TRM 4210 . The TRM 4210 includes an electronic money storage 
area 4217 in which is stored electronic money information 4218 showing 
"7000 yen". Note that the electronic money deposit apparatus 7000 
is used to store the electronic money information 4 218 in the electronic 
money storage area 4217. 
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Although the mobile telephone 2 (4200) has the same structure 
and functions as the mobile telephone 1 (4100 ) , the information stored 
in the storage unit 4206 differs from the mobile telephone 1 (4100) . 
As shown in FIG. 25, the storage unit 4206 has a device ID area 4211 
and a valid device information area 4 212. 

The device ID area 4211 pre-stores TID_02 (4213) which is the 
device ID of the mobile telephone 2 (4200) . As with TID_01, TID_02 
(4 213) is, for instance, a unique manufacturing number written in 
the device ID area 4211 at the time of manufacturing the mobile telephone 
2 (4 200) , or the telephone number of the mobile telephone 2 (4200) . 
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The valid device information area 4212 pre-stores information 
for identifying one or more home servers to which transmission is 
permitted of a license ticket that the mobile telephone 2 (4200) 
has received from the license ticket distribution server 2000. As 

76 



shown in FIG. 25, SID_02 (4214), which is the device ID of a home 
server 2 (5200) (described later) , is registered in the valid device 
information area 4212. Therefore, the mobile telephone 2 (4200) 
transmits a license ticket only when the device ID extracted from 
the ticket reception request matches SID_02. 
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Note that as with the mobile telephone 1 (4100), the device 
ID is assumed to be pre -registered in the valid device information 
area 4112 by a user operation. 

4-3 Mobile telephone 3 (4300) 

The mobile telephone 3 (430 0) is a mobile telephone possessed 
by a different family member to the user who possesses the mobile 
telephone 1 (4100) and to the user who possesses the mobile telephone 
2 (4200). 
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FIG. 26 is a function block diagram showing the structure of 
the mobile telephone 3 (4300) functionally. 

As shown in FIG. 26, the mobile telephone 3 (4300) is composed 
of transmission/reception unit 4301, a control unit 4302 , an operation 
unit 4303, a communication unit 4304, a display unit 4305, a storage 
unit 4306, an antenna 4307, a speaker 4308, a microphone 4309 and 
a TRM 4310. The TRM 4310 includes an electronic money storage area 
4317 in which is stored electronic money information 4318 showing 
"5500 yen". Note that the electronic money deposit apparatus 7000 
is used to store the electronic money information 43 18 in the electronic 
money storage area 4317. 
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Although the mobile telephone 3 (4300) has the same structure 



and functions as the mobile telephone 1 (4100 ) and the mobile telephone 

2 (4200), the information stored in the storage unit 4306 differs 
from the mobile telephone 1 (4100) and the mobile telephone 2 (4200) . 
As shown in FIG . 26, the storage unit 4306 has a device ID area 4311 
and a valid device information area 4312. 

The device ID area 4311 pre -stores TID__03 (4313) which is the 
device ID of the mobile telephone 3 (4300) . As with TID_01 and TID_02 , 
TID__03 (4313) is, for instance, a unique manufacturing number written 
in the device ID area 4311 at the time of manufacturing the mobile 
telephone 3 (4300), or the telephone number of the mobile telephone 

3 (4300) . 
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The valid device information area 4312 pre -stores information 
for identifying one or more home servers to which transmission is 
permitted of a license ticket that the mobile telephone 3 (4300) 
has received from the license ticket distribution server 2000. As 
shown in FIG. 26, SID_03 (4314), which is the device ID of the home 
server 3 (5300) (described later) , is registered in the valid device 
information area 4312. Therefore, the mobile telephone 3 (4300) 
transmits a license ticket only when the device ID extracted from 
the ticket reception request matches SID_03. 
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Note that as with the mobile telephone 1 (4100) and the mobile 
telephone 2 (4200), the device ID is assumed to be pre -registered 
in the valid device information area 4312 by a user operation. 

5. Home server 1 (5100), Home server 2 (5200) and Home server 
3 (5300) 

The following describes the structure of the home server 1 
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(5100), the home server 2 (5200) and the home server 3 (5300). 
0190 

5-1 Home server 1 (5100) 

FIG. 27 is a function block diagram showing the structure of 
the home server 1 (5100) functionally. As shown in FIG. 27, the home 
server 1 (5100) is composed of a transmission/reception unit 5101, 
an operation input unit 5102, a communication unit 5103, a control 
unit 5104, a storage unit 5105, a playback control unit 5106, a monitor 
5107 and a speaker 5108 . 
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As with the home server 50 described in the first embodiment, 
the home server 1 (5100), is a computer system composed of a 
microprocessor, a ROM, a RAM, a hard disk unit, a network connection 
unit, a display unit, a keyboard, a mouse, and so on, and is assumed 
to be a personal computer in the present case. Note that the home 
server 1 (5100) is not limited to being a personal computer, but 
may be a hard disk recorder or any other kind of apparatus that obtains 
and plays content. 
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Note that the home server 1 (5100) is assumed to be installed 
in a room in a home. 

(1) Transmission/reception unit 5101 

The transmission/reception unit 5101 is the network connection 
unit, and has a function of connecting to the network 6000 via the 
router 5000 . 

The transmission/reception unit 5101 receives, from the 
control unit 5104, a content request that includes a content ID. 
The transmission/reception unit 5101 transmits the received content 



request via the router 5000 and the network 6000 to the content 
distribution server 1000. Furthermore, the transmission/reception 
unit 5101 receives, from the content distribution server 1000, 
encrypted content corresponding to the content request, and outputs 
the received encrypt content to the control unit 5104 . 
(2) Operation input unit 5102 

The operation input unit 5102 is composed of a keyboard, a 
mouse and so on. The operation input unit 5102 receives a selection 
of content by the keyboard and the mouse being operated by a user. 
Specifically, while viewing the content distributor's website 
displayed on the monitor 5107, the user selects the desired content. 
The website displayed on the monitor 5107 shows, for instance, a 
title, a subtitle, perf ormers , a creator, a comment, and 
corresponding license ticket information (ticket number, number of 
times viewable, price) for each of a plurality of contents . The user 
uses the mouse or the like to select a title of one of the contents 
displayed on the monitor 5107. 
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The operation input unit 5102 obtains the content ID of the 
selected content, and outputs the obtained content ID to the control 
unit 5104. 

(3) Communication unit 5103 

The communication unit 5103 has a function of performing 
short -range wireless communication with themobile telephone 1 (4100) , 
the mobile telephone 2 (4200) and the mobile telephone 3 (4300). 
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The communication unit 5103 receives a ticket transmission 
request transmitted by one of the mobile telephones using short-range 
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wireless communication. On receiving the ticket transmission 
request, the communication unit 5103 outputs the received ticket 
transmission request to the control unit 5104 . The communication 
unit 5103 also receives a license ticket from the mobile telephone, 
and outputs the received license ticket to the control unit 5104 . 
(4) Control unit 5104 

The control unit 5104 is composed of a microprocessor, a ROM, 
a RAM and so on, and controls the home server 1 (5100) overall. 
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The control unit 5104 receives a content ID from the operation 
input unit 5102. On receiving the content ID, the control unit 5104 
generates a content request that includes the received content ID, 
and transmits the generated content request via the router 5000 and 
the network 6000 to the content distribution server 1000 . Furthermore, 
the control unit 5104 receives encrypted content that has been 
generated by encrypting the content that has the content ID, from 
the content distribution server 1000 via the network 6000, the router 
5000 and the transmission/reception unit 5101 . The control unit 5104 
stores the encrypted content in a content area 5113 of the storage 
unit 5105. 
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As one example , the control unit 5104 transmits a content request 
that includes the content ID "ID_0001" to the content distribution 
server 1000, and receives encrypted content VV CNT_0001" that has been 
generated by encrypting content identified by the content ID XX ID_0001" 
from the content distribution server 1000 . 

7 Furthermore, the control unit 5104 receives a ticket 
transmission request via the communication unit 5103 from the mobile 
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telephone. The control unit 5104 extracts the device ID of the mobile 
telephone from the received ticket transmission request. The control 
unit 5104 also reads all the registered device IDs from the valid 
device information area 5112 of the storage unit 5105. 
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The control unit 5104 judges whether a device ID that matches 
the device ID extracted from the ticket reception request exists 
among the device IDs read from the valid device information area 
5112. When a matching device ID does not exist, the control unit 
5104 transmits a signal showing refusal of transmission of the license 
ticket, via the communication unit 5104 to the mobile telephone. 

When a matching device ID exists, the control unit 5104 reads 
the SID__01 (5114) , which is the device ID of the home server 1 (5100) , 
from a device ID area 5111 of the storage unit 5105. The control 
unit 5104 generates a ticket reception request that includes the 
read SID„01 (5114) . The control unit 5104 transmits the generated 
ticket reception request via the communication unit 5103 to the mobile 
telephone. 
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As shown in FIG. 27, TID__01 (5115), which is the device ID 
of the mobile telephone 1 (4100), is stored in the valid device 
information area 5112 . Therefore , the home server 1 ( 5100 ) transmits 
the ticket reception request only when the device ID extracted from 
the ticket transmission request is TID__01 (5115) . 

Furthermore, the control unit 5104 receives the license ticket 
via the communication unit 5103 from the mobile telephone 1 (4100) . 
The control unit 5104 extracts the content key and the copyright 
information from the received license ticket, and outputs the 
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extracted content key and copyright information to the playback 
control unit 5106. 
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(5) Storage unit 5105 

Specifically, the storage unit 5105 is made up of a hard disk 
unit and the like. As shown in FIG. 27, the storage unit 5105 is 
composed of the device ID area 5111, the valid device information 
area 5112 and a content area 5113. 

The device ID area 5111 pre-stores SID_01 (5114), which is 
the device ID of the home server 1 (5100) . SID_01 (4113) is, for 
instance, a unique manufacturing number written in the device ID 
area 5111 at the time of manufacturing the home server 1 (5100), 
or the network address of the home server 1 (5100). 
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The valid device information area 5112 pre-stores information 
for identifying one or more mobile telephones that are communication 
parties from which reception of a license ticket is permitted. As 
shown in FIG. 27, TID_01 (5115) , which is the device ID of the mobile 
telephone 1 (4100), is registered in the valid device information 
area 5112. Note that the device ID is assumed to be pre -registered 
in the valid device information area 5112 by a user operation. 
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The content area 5113 is an area for storing encrypted content. 
The content area 5113 receives, from the control unit 5104, encrypted 
content that the control unit 5104 has obtained via the 
transmission/reception unit 5101, the router 5000 and the network 
6000 from the content distribution server 1000, and stores the received 
encrypted content. As shown in FIG. 27, the content area 5113 stores 
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a plurality of encrypted contents such as encrypted content CNT_0001 . 
Note that the encrypted content CNT_0 0 0 1 is data that has been generated 
by encrypting content data identified by the content ID VV ID_0001" 
with use of an encryption algorithm E. 
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(6) Playback control unit 5106 

The playback control unit 5106 is composed of a decryption 
circuit, a video decoder, an audio decoder, and so on. 

The playback control unit 510 6 receives encrypted content, 
a content key and copyright information from the control unit 5104. 
Within the scope of the received copyright information, the playback 
control unit 5106 applies a decryption algorithm D to the encrypted 
content using the content key as the decryption key, thereby generating 
content. Note that the decryption algorithm D is an algorithm for 
converting a ciphertext generated according to an encryption algorithm 
E into a plaintext. 
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Furthermore, the playback control unit 5106 separates video 
data and audio data from the generated content, and by decoding the 
video data and the audio data, generates a video signal and an audio 
signal, respectively. The playback control unit 5106 outputs the 
generated video signal to the monitor 5107 and the audio signal to 
the speaker 5108. 

(7) Monitor 5107 and Speaker 5108 

The monitor 5107 receives the video signal from the playback 
control unit 5106, and outputs received video signal. 
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The speaker 5108 receives the audio signal from the playback 
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control unit 5106, and outputs the audio signal. 
5-2 Home server 2 (5200) 

The home server 2 (5200) is assumed to be installed in a dif ferent 
room of the home to the room in which the home server 1 (5100) is 
installed. 
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FIG. 28 is a function block diagram showing the structure of 
the home server 2 (5200) functionally. 

As shown in FIG. 28, the home server 2 (5200) is composed of 
a transmission/reception unit 5201, an operation input unit 5202, 
a communication unit 5203, a control unit 5204, a storage unit 5205, 
a playback control unit 5206, a monitor 5207 and a speaker 5208. 

Although the home server 2 (5200) has the same structure and 
functions as the home server 1 (5100), the information stored in 
the storage unit 5205 is different to that in the home server 1 (5100) . 
As shown in FIG. 28, the storage unit 5205 has a device ID area 5211, 
a valid device information storage area 5212 and a content area 5213 . 
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The device ID area 5211 pre-stores SID_02 (5214) that is the 
device ID of the home server 2 (5200) . As with SID_02 (5213) , SID_J)1 
(5214) is, for instance, a unique manufacturing number written in 
the device ID area 5211 at the time of manufacturing the home server 
2 (5200), or the network address of the home server 2 (5200). 

The valid device information storage area 5212 pre-stores 
information for identifying one or more mobile telephones that are 
communication parties from which reception of a license ticket is 
permitted. As shown in FIG. 28, TID_01 (5215), which is the device 
ID of the mobile telephone 1 (4100), and TID_02 (5216), which is 
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the device ID of the mobile telephone 2 (4200), are registered in 
the valid device information area 5212. Therefore, the home server 
2 (5200) transmits a ticket reception request if the device ID extracted 
from the ticket transmission request is TID_0 1 (5215) orTID_02 (5216) . 
Note that as with the home server 1 ( 5100 ) , the device IDs are assumed 
to be pre -registered in the valid device information area 5212 by 
a user operation. 
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The content area 5213 is an area for storing encrypted content. 
As shown in FIG. 28, the content area 5213 stores a plurality of 
encrypted contents such as encrypted content CNT_000 2. Note that 
the encrypted content CNT_0002 is data that has been generated by 
encrypting content data identified by the content ID XV ID_0002" with 
use of the encryption algorithm E. 
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5-3 Home server 3 (5300) 

The home server 3 (5300) is assumed to be installed in a different 
room of the home to the rooms in which the home server 1 (5100) and 
the home server 2 (5200) are installed. 

FIG. 29 is a function block diagram showing the structure of 
the home server 3 (5300) functionally. 
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As shown in FIG. 29, the home server 3 (5300) is composed of 
a transmission/reception unit 5301, an operation input unit 5302, 
a communication unit 5303, a control unit 5304, a storage unit 5305, 
a playback control unit 5306, a monitor 5307 and a speaker 5308. 

Although the home server 3 (5300) has the same structure and 
functions as the home server 1 (5100) and the home server 2 (5200), 
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the information stored in the storage unit 530 5 is different to the 
home server 1 (5100) and the home server 2 (5200) . As shown in FIG. 
29, the storage unit 5305 has a device ID area 5311, a valid device 
information storage area 5312 and a content area 5313. 
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The device ID area 5311 pre-stores SID_03 (5314) that is the 
device ID of the home server 3 (5300) . As with SID_01, SID__03 (5314) 
is, for instance, a unique manufacturing number written in the device 
ID area 5311 at the time of manufacturing the home server 3 (5300) , 
or the network address of the home server 3 (5300). 

The valid device information storage area 5312 pre-stores 
information for identifying one or more mobile telephones that are 
communication parties from which reception of a license ticket is 
permitted. As shown in FIG. 29, TID_01 (5315), which is the device 
ID of the mobile telephone 1 (4100), and TID_02 (5316), which is 
the device ID of the mobile telephone 2 (4200), and TID_03 (5317), 
which is the device ID of the mobile telephone 3 (4300 ) , are registered 
in the valid device information area 5312 . Therefore, the home server 
3 (5300) transmits a ticket reception request only if the device 
ID extracted from the ticket transmission request is TID_01 (5315) , 
TID_02 (5316) or TID_03 (5317). Note that as with the home server 
1 (5100), the device IDs are assumed to be pre -registered in the 
valid device information area 5312 by a user operation. 
0211 

The content area 5313 is an area for storing encrypted content. 
As shown in FIG. 29, the content area 5313 stores a plurality of 
encrypted contents such as encrypted content CNT_0003. Note that 
the encrypted content CNT_0003 is data that has been generated by 
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encrypting content data identified by the content ID "ID_0003" with 
use of the encryption algorithm E. 
0212 

6 . Electronic money deposit apparatus 7000 

Since the electronic money deposit apparatus 7000 has the same 
structure and functions as the electronic money deposit apparatus 
30a described in the second embodiment, a description thereof is 
omitted. 

<Operations> 

The following describes operations of the settlement system 

4 . 

0213 

1. Overall system operations 

Overall operations of the settlement system 4 are the same 
as the overall operations of the settlement system 2 shown in FIG. 
13 . The settlement system 4 first performs deposit processing for 
depositing electronic money information in the TRMs of the mobile 
telephone 1 (4100), the mobile telephone 2 (4200) and the mobile 
telephone 3 (4300) (step S201), and then performs content usage 
process ing such as content distribution , 1 icense ticket distribution , 
decryption and playback (step S20 2) . 

0214 

Note that a description of operations for the depos it process ing 
at step S201 is omitted since this processing is the same as that 
shown in the flowchart in FIG. 14, with the electronic money deposit 
apparatus 30a being replaced with the electronic money deposit 
apparatus 7000, and the mobile telephone 40a being replaced with 
the mobile telephone 1 (4100), the mobile telephone 2 (4200) and 
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the'mobile telephone 3 (4300). 

2. Operations for content usage processing 

FIG. 30 and FIG. 31 are flowcharts showing operations of the 
settlement system 4 in content usage processing. The operations shown 
here are the details of step S202 of FIG. 13. Note that in FIG. 30 
and FIG. 31, ^mobile telephone" is used as a common name for the 
mobile telephone 1 (4100), the mobile telephone 2 (4200) and the 
mobile telephone 3 (4300), and "home server" is used as a common 
name for the home server 1 (5100) , the home server 2 (5200) and the 
home server 3 (5300). 

0215 

While viewing the content distributor' s website using the home 
server, the user selects contents that he/she wishes to use. The 
home server receives the selection of content according user input 
(step S601) . 

The home server generates a content request that includes the 
content ID that identifies the content of which the selection was 
received (step S602), transmits the generated content request via 
the router 5000 and the network 6000 to the content distribution 
server 1000, and the content distribution server 1000 receives the 
content request (step S603). 

0216 

The content distribution server 10 reads the content ID from 
the received content request, and reads the encrypted content 
identified by the read content ID from the content storage area (step 
S604) . The content distribution server 1000 transmits the read 
encrypted content to the home server, and the home server receives 
the encrypted content (step S605). The home server 50 stores the 
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received encrypted content internally (step S606). 
0217 

Meanwhile, while viewing the content distributor's website 
displayed on the home server , the user inputs the license ticket 
number corresponding to the content selected at step S601 into the 
mobile telephone by pressing the buttons or the like. 

The mobile telephone receives input of the ticket number (step 
S607), and generates a ticket request that includes the received 
ticket number (step S608). The mobile telephone transmits the 
generated ticket request via the gateway server 4000 and the network 
6000 to the license ticket distribution server 2000, and the license 
ticket distribution server 2000 receives the ticket request (step 
S609) . 

0218 

The license ticket distribution server 2000 reads the ticket 
number from the received ticket request, and reads the license ticket 
that includes the read ticket number from the license ticket storage 
unit 2004. The license ticket distribution server 2000 also reads 
its own device ID XN ID_2000" from the device ID storage unit 2010 
(step S610) . 

0219 

The license ticket distribution server 2000 transmits the read 
license ticket and the ID_2000 via the network 6000 and the gateway 
server 4000 to the mobile telephone, and the mobile telephone receives 
the license ticket and the ID_2000 (step S611) . 

The mobile telephone generates a license ticket docket (see 
FIG. 24) showing that it has received the license ticket from the 
license ticket distribution server 2000 and that it is requesting 
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proxy settlement for the license ticket (step S612) . The mobile 
telephone transmits the generated license ticket docket via the 
gateway server 4000 and the network 6000 to the mobile telephone 
charge management server 3000, and the mobile telephone charge 
management server 3000 receives the license ticket docket (stepS617) . 
0220 

Meanwhile, the mobile telephone and the home server perform 
transmission and reception processing of the license ticket that 
the mobile telephone received from the license ticket distribution 
server 2000 at step S611 (step S613). 

If the home server does not receive the license ticket (NO 
at step S614), the processing returns to the processing of FIG. 13. 
If the home server receives the license ticket (YES at step S614), 
the home server decrypts the encrypted content stored at step S606, 
with use of the content key included in the license ticket (step 
S615) . The home server plays the decrypted content within the scope 
of the copyright information in the license ticket (step S616) . 

0221 

Having received the license ticket docket from the mobile 
telephone at step S617 , the mobile telephone charge management server 
3000 performs inquiry processing with the registration server 3100 
(step S619) , and when proxy settlement is possible (YES at step S620) , 
performs proxy settlement for the content charge (step S623) . The 
mobile telephone charge management server 3000 subsequently adds 
the mobile telephone usage charge, which is made up of a call charge, 
a packet communication charge and the like, to the content charge 
for which proxy settlement was made at step S623, to calculate a 
service charge, and generates a bill 240 such as shown in FIG. 6 



(step S624) . 
0222 

The communications enterprise subsequently bills the user for 
the service charge, based on the bill generated at step S624. 

If, at step S620, proxy settlement is not possible (NO at step 
S620), the mobile telephone charge management server 3000 notifies 
the mobile telephone to that effect (step S621), and the mobile 
telephone receives the notification to the effect that proxy 
settlement is not possible (step S622). 

0223 

Having received the notification to the effect that proxy 
settlement is not possible, the mobile telephone reads electronic 
money information equivalent to the content charge from the TRM, 
and generates electronic money transmission information that includes 
the electronic money information and the ticket number (step S625) . 
The mobile telephone transmits the electronic money transmission 
information to the license ticket distribution server 2000 using 
short-range wireless communication, and the license ticket 
distribution server 2000 receives the electronic money transmission 
information (step 3626). 

0224 

The license ticket distribution server 2000 checks the contents 
of the electronic money received at step S626, and stores the electronic 
money included in the electronic money transmission information in 
the TRM (step S627) . The license ticket distribution server 2000 
subsequently transmits a reception confirmation signal showing that 
it has received the electronic money information, to the mobile 
telephone, and the mobile telephone receives the reception 



confirmation information (step S628) . 
0225 

3. Operations for license ticket transmission/reception 
processing 

FIG . 32 is a flowchart showing operations of the mobile telephone 
and the home server in license ticket transmission and reception 
processing. Note that the operations shown here are the details of 
step S613 of FIG. 30. 

The mobile telephone reads its own ID TID_N (where N is 01, 
02 or 03) (step S701). The mobile telephone generates a ticket 
transmission request that includes the read TID_N (step S702) , 
transmits the generated ticket transmission request to the home server 
using short-range radio communication, and the home server receives 
the ticket transmission request (step S703). 

0226 

The home server extracts the TID_N from the received ticket 
transmission request (step S704) , reads all the device IDs stored 
in the valid device information storage area (step S705) , and judges 
whether or not a device ID exists that matches TID_N extracted at 
step S704. When a device ID that matches TID_N does not exist (NO 
at step S706) , the home server transmits notification to that effect 
to the mobile telephone (step S708), and returns to the processing 
of FIG. 30. 

0227 

When a device ID that matches TID_N exists (YES at step S706) , 
the home server reads its own device ID SID_M (where M=01, 02 or 
03 ) ( step S709 ) . The home server generates a ticket reception request 
that includes its own device ID SID_M (step S710), and transmits 



the generated ticket reception request to the mobile telephone using 
short-range radio communication (step S711) . 
0228 

When the mobile telephone has received notification from the 
home server at step S708 ( YES at step S720 ) , it returns to the processing 
in FIG. 30. When the mobile telephone has not received notification 
from the home server at step S708 (NO at step S720), it receives 
the ticket reception request transmitted at step S711. 

The mobile telephone extracts SID_M from the received ticket 
reception request (step S712), reads all the device IDs stored in 
the valid device storage area (step S713), and judges whether or 
not a device ID exists that matches SID__M extracted at step S712. 
When a device ID that matches SID_M does not exist (NO at step S714) , 
the mobile telephone transmits notification to that effect to the 
home server (step S715), and returns to the processing in FIG. 30. 

0229 

When a device ID exists that matches SID_M extracted at step 
S712 (YES at step S714 ) , the mobile telephone reads the license ticket 
received at step S611 (step S716), and transmits the read license 
ticket to the home server (step S717). 

If the home server has received notification from the mobile 
telephone at step S715 (YES at step S730 ) , the mobile telephone returns 
to the processing of FIG. 30. If the home server has not received 
notification from the mobile telephone at step S715 (NO at step S730) , 
the mobile telephone transmits the ticket reception request received 
at step S717. 

0230 

4. Operations for inquiry processing 
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FIG . 33 is a flowchart showing operations by themobile telephone 
charge management server 3000 and the registration server 3100 in 
inquiry processing. Note that operations shown here are the details 
of step S619 of FIG. 30. 

The mobile telephone charge management server 3000 generates 
an inquiry request that includes the enterprise identifier "ID_2000" 
included in the license ticket docket (step S801) . The mobile 
telephone charge management server 3000 transmits the generated 
inquiry request via a LAN to the registration server 3100, and the 
registration server 3100 receives the inquiry request (step S802) . 

0231 

The registration server 3100 extracts the enterprise 
identifier ID_2000 from the received inquiry request (step S803), 
and reads the registration table 3105 from the storage unit (step 
S804) . The registration server 3100 judges whether an enterprise 
identifier that matches ID__2000 is registered in the registration 
table 3105. 

When an enterprise identifier that matches ID_2000 is 
registered (YES at step S805), the registration server 3100 judges 
that proxy settlement is possible (step S806) . When an enterprise 
identifier that matches ID_2000 is not registered (NO at step S805) , 
the registration server 3100 judges that proxy settlement is not 
possible (step S807) . 

0232 

The registration server 3100 generates reply information that 
includes the judgment result of step S806 or step S807 (step S808) . 
The registration server 3100 transmits the generated reply information 
to the mobile telephone charge management server 3000, and the mobile 



telephone charge management server 3000 receives the reply information 
(step S809) . 

<Concl us ion> 

Summarizing the above, the present invention is a settlement 
system in which a communications enterprise which provides service 
to a mobile information terminal performs proxy settlement for goods 
purchased by a user using the mobile information terminal, the 
settlement system including : a goods provision apparatus that receives 
a purchase request from the mobile information terminal , and provides 
the goods to the mobile information terminal; the mobile information 
terminal that transmits the purchase request for the goods to the 
goods provision apparatus, and transmits, to a settlement apparatus 
owned by the communications enterprise, settlement request 
information showing a request for proxy settlement for the goods; 
and the settlement apparatus that, upon receiving the settlement 
request information, performs proxy settlement for the goods with 
the provider of the goods, and performs settlement for the service 
and settlement for the goods with the user. 
0233 

According to this structure, it is unnecessary to 
transmit/receive the settlement request information between the goods 
provision apparatus and the settlement apparatus because the 
settlement request information is transmitted/received between the 
mobile information terminal and the settlement apparatus . Therefore , 
the user is able to use the proxy settlement service without relying 
on the enterprise that provides the goods that he/she wishes to 
purchase . 
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Here, the settlement system may further includes a playback 
apparatus that plays content, wherein the goods are a license ticket 
that shows a playback right for content, the mobile information 
terminal receives the license ticket from the goods provision server, 
and outputs the received license ticket to the playback apparatus, 
and the playback apparatus receives the license ticket from the mobile 
information terminal, and plays the content based on the received 
license ticket. 

0234 

According to this structure, the user is able to use the proxy 
settlement service without relying on the content distributor. 

One possible example is a content distributor or the like that 
has only recently gone into business has a relatively low degree 
of trust in society . Proxy settlement for a license ticket is possible 
with the present system even in a case in which the user wishes to 
have content distributed from such a content distributor. If the 
settlement for content or a license ticket showing usage rights for 
content can be performed easily by proxy settlement, the content 
distribution service will be even more readily embraced by users. 

0235 

Furthermore, the present invention is a mobile information 
terminal used in purchasing goods, wherein the mobile information 
terminal transmits a purchase request for the goods to an external 
goods provision apparatus, transmits settlement request information 
that shows a request for proxy settlement for the goods , to a settlement 
apparatus owned by a communications enterprise that provides service 
to the mobile information terminal, and performs settlement for the 
service and settlement for the goods with the settlement apparatus. 



0236 

According to this structure, the settlement request 
information is transmitted from the mobile information terminal to 
the settlement apparatus possessed by the communications enterprise, 
the user is able to use proxy settlement service without relying 
on the enterprise that provides the goods that he/she wishes to 
purchase . 

Here, the goods may be a license ticket that shows a playback 
right for the content, the mobile information terminal may receive 
the license ticket , transmit, to the settlement apparatus , settlement 
request information that shows a request for proxy settlement of 
the license ticket, and transmit the received license ticket to an 
external playback apparatus that plays the content. 

0237 

According to this structure, the user is able to use proxy 
settlement service for the received license ticket without relying 
on the content distributor. 

Here, the license ticket may include key information for 
decrypting encrypted content that has been generated by encrypting 
content, and the mobile information terminal may transmit the license 
ticket to the playback apparatus using short-range radio 
communication . 

0238 

According to this structure, the user is able to purchase, 
as the goods, key information for decrypting encrypted content, and 
is able to use the proxy settlement service of the communications 
enterprise . 

Here, the license ticket may include copyright information 

98 



that shows how many times the content can be played. 

According to this structure, the user is able to purchase, 
as the goods, key information for decrypting encrypted content and 
copyright information showing howmany times the content can be played, 
and is able to use the proxy settlement service of the communications 
enterprise . 

0239 

Here, the mobile information terminal may, on receiving the 
license ticket, transmit the settlement request information which 
includes ticket identification information and price information 
to the settlement apparatus, the ticket identification information 
being for identifying the license ticket and the price information 
showing a cost for the license information. 

According to this structure, the settlement apparatus is able 
to perform proxy settlement for the license ticket reliably due to 
the ticket identification information and the price information being 
included in the settled information that the mobile information 
terminal transmits to the settlement apparatus . 

0240 

Furthermore, the present invention is a mobile information 
terminal that includes a storage area that is tamper -resistant and 
that cannot be read or tampered with from outside, wherein the mobile 
telephone obtains a license ticket showing a playback right for content , 
performs proxy settlement for the license ticket with use of electronic 
money stored in the storage area, and outputs the obtained license 
ticket. 

According to this structure, settlement for the license ticket 
showing playback rights for the content is performed using the user's 



mobile information terminal, without going through a credit card 
company or the like. Therefore, the system can also be embraced by 
users who have concerns such as the leaking of personal information 
from credit card companies . 
0241 

Here, the mobile information terminal may further include a 
radio unit for performing communication by short-range radio 
communication, wherein the mobile information terminal performs 
settlement by transmitting, via the radio unit, electronic money 
information to an apparatus that transmits the license ticket, and 
outputs the license ticket to an external playback apparatus that 
plays the content. 

According to this structure, since the mobile information 
terminal transmits the electronic money using short-range radio 
communication, the risk that the electronic money information will 
be stolen by a third party is low. 

0242 

Here, the license ticket may include key information for 
decrypting the encrypted content, and the mobile information terminal 
may further store encrypted content that has been generated by 
encrypting the content with use of the key information, decrypt the 
encrypted content with use of the obtained license ticket, and play 
the decrypted content. 

According to this structure, the user is able to use the mobile 
information terminal to use the content. 

0243 

Here , the encrypted content may be recorded on a portable memory 
card, and the mobile information terminal may read the encrypted 
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content from the memory card, and decrypt the encrypted content using 
the key information included in the license ticket as a decryption 
key . 

According to this structure, the user is able to use the mobile 
information terminal to use content stored on a portable memory card. 
0244 

Furthermore, the present invention is a settlement apparatus 
used by a communications enterprise that provides service to a mobile 
information terminal to perform settlement for the service, wherein 
the settlement apparatus receives, from the mobile terminal, 
settlement request information showing a request for proxy settlement 
relating to goods other than service provided by the communications 
enterprise, performs proxy settlement for the goods with a provider 
of the goods based on the received settlement request information, 
and performs settlement for the service and settlement for the goods 
with a user of the mobile information terminal . 

0245 

According to this structure, the communications enterprise 
performs proxy settlement having received settlement request 
information transmitted by the mobile information terminal that 
subscribes to the communications enterprise's service. Therefore, 
the communications enterprise can provide the proxy settlement service 
to the user without detailed investigations into whether or not the 
enterprise that provides the goods to the user's mobile information 
terminal can be trusted. 

Furthermore, the present invention is a settlement system, 
including: a reception unit that receives, from a mobile information 
terminal, settlement request information showing a request for proxy 
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settlement relating to a usage right for content purchased from a 
server apparatus using the mobile information terminal; a judgment 
unit that, on the reception unit receiving settlement receiving the 
settlement request information, judges, based on identification 
information that identifies a provider of the content, whether or 
not proxy settlement relating to the usage right for the content 
is permitted; a proxy settlement unit that, when the judgment unit 
judges that proxy settlement is permitted, performs proxy settlement 
relating to the usage right for the content with the server apparatus ; 
and a settlement unit that performs settlement relating to the usage 
right for the content with a user of the mobile information terminal . 
0246 

According to this structure, even if settlement request 
information is received, the settlement system performs proxy 
settlement only after judging whether or not to perform proxy 
settlement and determining that proxy settlement is permitted . 
Therefore, the risk involved with settlement is relatively low 
compared with if proxy settlement is performed with respect to all 
received settlement request information. 

Furthermore, when a request is made to the settlement system 
for proxy settlement and the proxy settlement is permitted, settlement 
is performed without going through a credit card company or the like . 
Therefore, the system can also be embraced by users who have concerns 
suchas the leaking of personal information from credit card companies . 

0247 

Here, the judgment unit may include: a storage sub-unit that 
stores good provider information that identifies a trusted content 
provider; and an obtaining sub-unit that obtains the identification 



information from the settlement request information; and a 
determination sub-unit that determines whether or not the 
identification information matches the good provider information, 
and determines that proxy settlement is permitted when the 
determination is affirmative, and determines that proxy settlement 
is not permitted when the determination is negative . 
0248 

According to this structure, since the settlement system 
performs proxy settlement only with trusted content providers, a 
highly secure system can be constructed. 

Here, the identification information may be an identifier of 
the server apparatus , and the goodprovider identification information 
may be an identifier of a server apparatus possessed by a trusted 
content provider. 

0249 

According to this structure, the settlement system judges 
whether or not to perform proxy settlement based on the identifier 
of the server apparatus that provides the content. Therefore, the 
settlement system performs proxy settlement only with trusted content 
providers, and a highly secure system can be constructed. 

Here, the identification information may be a network address 
of the server apparatus, and the good provider identification 
information may be a network address of a server apparatus possessed 
by a trusted content provider. 

0250 

According to the stated structure , the settlement system j udges 
whether or not to perform proxy settlement based on the network address 
of the server apparatus that provides the content. Therefore, the 
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settlement system performs proxy settlement only with trusted content 
providers, and a highly secure system can be constructed. 

Here, the settlement system may include a notification unit 
that, when the determination sub-unit determines that proxy settlement 
is not permitted, notifies the mobile information terminal to that 
effect. 

0251 

According to this structure, by the settlement system notifying 
the mobile information terminal that proxy settlement is not possible 
in such a case, the user is able to know that settlement should be 
performed using means other than proxy settlement. 

Here, the settlement system may be composed of a settlement 
apparatus and a registration apparatus that are possessed by a 
communication enterprise that provides service to the mobile 
information terminal, wherein the settlement apparatus includes the 
reception unit; an inquiry unit that extracts the identification 
information from the received settlement request information, 
transmits the extracted identification information to the 
registration server, and inquires whether or not proxy settlement 
for the content is permitted; and the settlement unit, and the 
registration server includes the judgment unit. 

0252 

According to the stated structure, even if settlement request 
information is received, the settlement apparatus performs proxy 
settlement only after inquiring to the registration server as to 
whether or not to perform proxy settlement and determining that proxy 
settlement is permitted. Therefore, the risk involved with 
settlement is relatively low compared with if proxy settlement is 
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performed with respect to all received settlement request information . 

Here, the judgment unit may include: a storage sub-unit that 
stores good provider information that identifies a trusted content 
provider; and a reception sub-unit that receives the identification 
information from the settlement request information; a determination 
sub - uni t that determines whether or not the identi f ication information 
matches the good provider information, and determines that proxy 
settlement is permitted when the determination is affirmative, and 
determines that proxy settlement is not permitted when the 
determination is negative; and a transmission sub-unit operable to 
transmit a result determined by the determination unit to the mobile 
information terminal . 

0253 

Here, the identification information may be an identifier of 
the server apparatus , and the good provider identification information 
may be an identifier of a server apparatus possessed by a trusted 
content provider. 

Here, the identification information may be a network address 
of the server apparatus, and the good provider identification 
information may be a network address of a server apparatus possessed 
by a trusted content provider. 

0254 

Here, the settlement system may include a notification unit 
that, when the determination sub-unit determines that proxy settlement 
is not permitted, notifies the mobile information terminal to that 
effect. 

Furthermore, the present invention is a license settlement 
system in which settlement for a usage right of content purchased 
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by a user using a mobile information terminal is performed, the license 
settlement system including: a server apparatus that receives a 
purchase request from the mobile information terminal and provides 
content mobile information terminal ; the mobile information terminal 
that transmits the purchase request for the content to the server 
apparatus, and transmits settlement request information that shows 
a request for proxy settlement for the content, to a settlement 
apparatus owned by a communications enterprise that provides service 
to the mobile information terminal; and the settlement apparatus 
that receives the settlement request information, judges whether 
or not to permit proxy settlement for the content, and when proxy 
settlement is judged to be permitted, performs proxy settlement for 
the content with the server apparatus and performs proxy settlement 
for the content with the user. 
0255 

According to the stated structure, even if settlement request 
information is received, the settlement apparatus performs proxy 
settlement only after judging whether or not to perform proxy 
settlement and determining that proxy settlement is permitted. 
Therefore, the risk involved with settlement is relatively low 
compared with if proxy settlement is performed with respect to all 
received settlement request information. 

Here, when judging not to permit proxy settlement, the 
settlement apparatus may notify the mobile information terminal to 
that effect, and the mobile information terminal may store electronic 
money in a storage area that is tamper -resistant and that cannot 
be read or tampered with from outside, and, when the information 
is received from the settlement apparatus, perform settlement for 



the content with use of the electronic money. 
0256 

According to the stated structure, settlement for the license 
ticket showing playback rights for the content is performed using 
the user's mobile information terminal if proxy settlement by the 
settlement apparatus is not permitted, without going through a credit 
card company or the like. Therefore, the system can also be embraced 
by users who have concerns such as the leaking of personal information 
from credit card companies . 

Modi f ications 

0257 

Although the present invention has been described based on 
the first embodiment through to the fourth embodiment, the present 
invention is by no means limited to the described embodiments, and 
cases such as the following are included in the present invention. 

( 1 ) Although in the described embodiments the present invention 
is structured such that the user purchases a license ticket using 
the mobile telephone, the apparatus used by the user is not limited 
to being a mobile telephone, and may be a mobile information terminal 
such as a PDA (personal digital assistant) or a notebook computer, 
or an information terminal such as a desk top computer. 

0258 

(2) Although in the described embodiments the license ticket 
is structured to include key information for decrypting content and 
copyright information showing how many times the content can be played, 
it is sufficient in the present invention for the license ticket 
to include at least the key information. 
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As one example, copyright information that shows how may times 
the content can be played, a copy restriction, or the like may be 
included in the license ticket in addition to the key information. 

0259 

( 3 ) Although the goods provided to the user are a license ticket 
relating to content in the described embodiments, the goods provided 
to the user in the present invention are by no means limited to being 
a license ticket, and any kind of goods may be provided with the 
present invention- Note that xv goods" includes the concept of 
"service" . 

Furthermore, although the structure described in the 
embodiments is one in which the user receives provision of goods 
by the mobile telephone receiving the license ticket transmitted 
by the license ticket distribution server via the network, the 
provision of the goods is by no means limited to being via a network 
such as the described. 

0260 

As one example, a case in which the apparatus that provides 
the goods to the user is an automatic vending machine instead of 
a license ticket distribution server and the goods provided to the 
user is canned coffee instead of a license ticket is included in 
the present invention . 

(4) The following describes the aforementioned example in 

detail . 

A settlement system 5 is described with use of FIG. 34 as a 
modification example of the present invention. 
0261 

As shown in FIG. 34, the settlement system 5 is composed of 
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a vending machine 20c, a mobile telephone change management server 
30c and a mobile telephone 40c . The mobile telephone change management 
server 30c is connected to a network 60, and the mobile telephone 
40c is able to connect to the network 60 via a gateway (not illustrated) . 
Furthermore, the automatic vending machine 20c and the mobile 
telephone 40 c are able to communicate with each other using short-range 
radio communication such as infrared communication. 
0262 

The user transmits a purchase request for desired canned coffee 
to the automatic vending machine 20c by operating the buttons on 
an operation face of the mobile telephone 40c. On receiving the 
purchase request, the automatic vending machine 20c provides the 
canned coffee corresponding to the purchase request to the user. 
At this time, the automatic vending machine 20c transmits goods 
provision settlement information showing that canned coffee was 
provided to the user to the mobile telephone 40c . The goods provision 
settlement information includes information for specifying the 
enterprise that operates the automatic vending machine 20c and the 
price of the canned coffee provided to the user. 
0263 

On receiving the goods provision settlement information, the 
mobile telephone 4 0c adds identification information such as its 
own telephone number or email address to the received goods provision 
settlement information, thereby generating settlement request 
information. The mobile telephone 40c transmits the generated 
settlement request information to the mobile telephone charge 
management server 30c via the network 60. 

On receiving the settlement request information from the mobile 



telephone 40c, the mobile telephone charge management server 30c 
performs proxy settlement for the canned coffee provided to the user 
with the enterprise that operates the automatic vending machine 20c. 
In addition, the mobile telephone charge management server 30c bills 
the user for the charge of the canned coffee for which proxy settlement 
was made, together with other charges such as call charges and packet 
communication charges . 
0264 

(5) In the present invention, a plurality of enterprises that 
provide content and license tickets to users may exist. In such a 
case, an enterprise code that specifies the enterprise may be 
incorporated in the ticket number of the license ticket. 

With such a structure, the mobile telephone charge management 
server is able to specify the enterprise with which to perform proxy 
settlement because the enterprise code that specifies the enterprise 
is also included in the license ticket docket transmitted by the 
mobile telephone to the mobile telephone charge management server. 

0265 

( 6 ) The described embodiments may have a structure such that 
the home server obtains the encrypted content not from the content 
distribution server via the network 60, but from a portable recording 
medium on which the encrypted content is stored. 

With such a structure, even if the home server is a device 
that cannot connect to the network 60 , it is able to obtain the content 
key necessary for decrypting the encrypted content from the mobile 
telephone, decrypt the content using the obtained content key, and 
play the content. Furthermore, if the home server is in a state of 
being unable to connect to the network 60, it is able to obtain the 
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content key from the mobile telephone , and decrypt and play the content . 
0266 

(7) Settlement for the content charge in the first embodiment 
is structured such that the user is billed for the content charge 
together with the mobile telephone usage charge once a month . However, 
the user may be billed for the content usage charge separately to 
the mobile telephone usage charge . 

(8) In the above embodiments, there is no limitation on the 
order inwhich (a) the processing for the home server toobtain encrypted 
content from the content distribution server and (b) the processing 
for the mobile telephone to obtain the license ticket from the license 
ticket distribution server are performed. 

0267 

(9) In the second and third embodiments, the mobile telephone 
and the license ticket distribution server are structured so as to 
perform transmission/reception of the electronic money information 
via short-range radio communication, and transmission/reception of 
the ticket request and the license ticket via the network 60. 

With this structure, the user is able to receive the license 
ticket via the network even if he/she is far apart from the license 
ticket distribution server as long as settlement has been made with 
the electronic money information stored in the mobile telephone. 

0268 

However, it is not a requirement of the present invention that 
the license ticket is transmitted/received via the network . Instead, 
the license ticket may be transmitted/received via short-range radio 
communication, 

(10) Furthermore, the license ticket distribution server in 



the second and third embodiments functions as a center for managing 
license tickets, is located in a convenience store, a shop or the 
like, and also functions as an information terminal (a so-called 
kiosk terminal ) that communicates electronic money with user terminals 
5 However, a case in which the license ticket distribution server is 
two independent apparatuses, in other words a center and a kiosk 
terminal, is included in the present invention. 
0269 

The following describes a system in which the license ticket 
10 distribution server is composed of a center and a kiosk terminal . 

The center manages a license ticket table such as that shown 
in FIG. 4. 

The kiosk terminal is located at a convenience store or the 
like, and is connected to the center via a network. In other words, 
15 the kiosk terminal is located as an online terminal (client terminal) 
of the center . The kiosk terminal includes a touch panel that receives 
requests according to user operations and displays the received 
requests, a radio unit that performs short-range radio communication 
withmobile telephone , and a network communication unit that transmits 
20 received requests to the center. 
0270 

The kiosk terminal receives a license ticket request (license 
order) input according to a user operating the touch panel, and 
transmits the received license order to the center via the network. 
25 In addition, the kiosk terminal receives electronic money information 
of an amount corresponding to the license order from the user's mobile 
telephone according to short-range radio communication. 

On receiving the license order, the center reads an 



internally-managed license ticket, and transmits the read license 
ticket to the user's mobile telephone via the network. The mobile 
telephone receives the license ticket transmitted by the center. 
0271 

Note that the method used for the mobile telephone to receive 
the license ticket may instead be one by which on receiving the license 
order the center reads an internally-managed license ticket, and 
transmits the read license ticket to the kiosk terminal via the network . 
On receiving the license ticket from the center, the kiosk terminal 
may transmit the received license ticket to the mobile telephone 
using short-range radio communication, and the mobile telephone may 
receive the license ticket from the kiosk terminal. 

0272 

A structure in which a plurality of kiosk terminals are located 
in respective convenience stores or shops and perform network 
communication with one center is of course included in the present 
invention. 

(11) The TRM in the mobile telephones in the described second 
and third embodiments may be structured as an integrated memory card 
and TRM. In such a case, it is not imperative for processing for 
depositing electronic money information to be performed using 
short-range radio communication. An example of a possible structure 
is one in which the memory card is detachable from the mobile telephone , 
and the memory card that has been removed from the mobile telephone 
is inserted in an electronic money deposit apparatus and electronic 
money information is deposited in the TRM. 

0273 

( 12 ) The second and third embodiments have a structure in which 



the processing for depositing electronic money information in the 
TRM is performed offline by the mobile telephone and the electronic 
money deposit apparatus. However, the processing for depositing 
electronic money information in the TRM is not limited to being 
performedof f line such as that described, but may be performed online. 
A system in which depositing is performed online as one such as the 
following . 

0274 

A specific application is activated in the mobile telephone, 
and an electronic money deposit screen in displayed on the display 
unit. The user operates the operation unit while viewing the screen, 
and inputs a his/her password, a deposit amount, and so on. The input 
information is transmitted to an electronic money information deposit 
center or the like using the network connection function of the mobile 
telephone. The deposit center performs deposit processing based on 
the information transmitted by the mobile telephone, and transmits 
deposit completion notification to the mobile telephone. On 
receiving the deposit completion information, the mobile telephone 
deposits electronic money information in the TRM. 

0275 

In the present invention, the mobile telephone charge 
management sever may be an electronic money information deposit center . 
The mobile telephone pays the content charge relating to a received 
license ticket using the electronic money information deposited in 
the TRM according to online depositing . The mobile telephone charge 
management server may be structured to bill for the mobile telephone 
usage charges such as call charges and the amount deposited by online 
depositing . 
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0276 

(13) Furthermore, in the second and third embodiments, there 
is no limitation on the order in which (a) the processing for the 
mobile telephone to pay the content charge relating to the license 
ticket with the electronic money information and (b) the processing 
for the mobile telephone to receive the license ticket from the license 
ticket distribution server are performed. 

(14) The present invention is not limited to the structure 
described in the embodiments in which the content keys and the content 
are in one-to-one correspondence, and the content keys and the content 
may be in one-to-many correspondence. In such a case, the license 
ticket may include key information for encrypting the content key. 

0277 

( 15 ) The content key included in the license ticket transmitted 
by the license ticket distribution server may be an encrypted content 
key. The home server may be structured so as to receive the license 
ticket via the mobile telephone, read the encrypted content key from 
the received license ticket, decrypt the content key, and decrypt 
the content using the decrypted content key . Note that the encryption 
algorithm use here is not restricted to any particular encryption 
algorithm. 

0278 

(16) In the present invention, the encryption algorithm used 
to encrypt the content is not limited to a secret key encryption 
method, and may be a public key encryption method. 

(17) The present invention may be structured such that the 
TRM of the mobile telephone incorporates a debit card function. In 
such a case, the license ticket docket is transmitted directly to 
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a bank terminal, not via the communications enterprise. 
0279 

(18) Although the mobile telephone charge management server 
3000 and the registration server 3100 are realized as respectively- 
independent apparatuses in the fourth embodiment , themobile telephone 
charge management server 3000 and the registration server 3100 may 
be realized as one apparatus. Furthermore, although the mobile 
telephone charge management server 3000 and the registration server 
3100 are connected via a IAN in the fourth embodiment, this structure 
is not essential in the present invention, and a structure with which 
the mobile telephone charge management server 3000 and the 
registration server 3100 communicate via the network 6000 is included 
in the present invention . 

0280 

(19) Although the mobile telephone charge management server 
3000 has a structure with which the goods provider's apparatus 
identifier or manufacturing number is used to judge whether or not 
proxy settlement is permitted, the present invention is not limited 
to a structure that uses an apparatus identifier or manufacturing 
number. A structure that uses the network address of the apparatus 
is possible. 

(20) The following is a case of processing that is an example 
of a modification of the fourth embodiment is included in the present 
invention . 

0281 

When receiving the license ticket from the mobile telephone, 
the home server receives identification information of the mobile 
telephone in correspondence with the mobile telephone. The home 
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server stores the received identification information and license 
ticket in correspondence. 

Next, when using the license ticket, the home server requests 
communication with the mobile telephone, and receives identification 
information from the mobile telephone . In other words , the home server 
receives identification information of the mobile telephone that 
is the mobile telephone possessed by the user who is attempting to 
use the license ticket and view the content. 

0282 

The home server judges whether the received identification 
information matches the identification information stored in 
correspondence with the license ticket, and controls such that usage 
of the license ticket is permitted if the identification information 
matches, and usage of the license ticket is prohibited if the 
identification information does not match. 

This structure has an effect of preventing an unauthorized 
user who has not purchased a license ticket from using the license 
ticket and viewing the content. 

0283 

(21) In the fourth embodiment, the mobile telephone is 
structured such that it is permitted only to transmit the license 
ticket to a home server that is pre -registered in the mobile telephone, 
in order to prevent transmission of the license ticket to an 
unauthorized home server. However, in the present invention, the 
method used to prevent transmission of the license ticket to an 
unauthorized home server is not limited to the stated method. A 
structure such as the following may be used. 
0284 
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The mobile telephone generates a ticket request that includes 
the identification information of the home server pre-registered 
in the mobile telephone, and transmits the generated ticket request 
to the license ticket distribution server. The license ticket 
distribution server incorporates the identification information of 
the home server into the license ticket corresponding to the ticket 
request information, and transmits the license ticket to the home 
server . 

The home server refuses reception of a license ticket for which 
a ticket transmission request has been received from the mobile 
telephone if the identification information of that home server is 
not included in the ticket transmission request. 

0285 

This structure prevents unauthorized acts such as the mobile 
telephone transmitting the license ticket via another mobile telephone 
to a home server that is not permitted to receive the license ticket. 

(22) In the fourth embodiment, notification that proxy 
settlement is not possible is performed if proxy settlement is judged 
to not be possible, after the mobile telephone receives the license 
ticket docket from the mobile telephone charge management server 
3000 . However, the procedure for notification that proxy settlement 
is not possible is not limited to this procedure. 

0286 

An example of a possible structure is one in which the mobile 
telephone receives one more enterprise identifiers of enterprises 
with which proxy settlement is not possible from the mobile telephone 
charge management server 3000 before receiving the license ticket 
docket. In this case, when a license ticket is received from the 
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license ticket distribution server 2000 , if the enterprise identifier 
received together with a license ticket matches any of the enterprise 
identifiers of the enterprises with which proxy settlement is not 
possible, the mobile telephone performs settlement using electronic 
money, and if the enterprise identifier does not match, the mobile 
telephone transmits a license ticket docket to the mobile telephone 
charge management server 3000. 
0287 

(23) In the described embodiments, the concept of ^electronic 
money information" is not limited to a monetary value. Electronic 
money information may be any information that can used as compensation 
to purchase the goods, examples of this information being electronic 
vouchers, discount coupons, and incentive points. 

(24) In the embodiment, the apparatus that uses the content 
is not limited to being a playback apparatus that plays content. 
The apparatus may be, for instance, a recording apparatus that records 
content received from the content distribution server to another 
apparatus or another recording medium, or may be a game machine or 
the like. 

0288 

(25) The present invention includes a case of a structure with 
which, in the fourth embodiment, when a device ID is registered to 
the valid device information area of the storage area of any of the 
mobile telephones or any of the home servers, the legitimacy of the 
operator is authenticated according to password input or the like. 

Furthermore, a structure in which, in the fourth embodiment, 
a device ID registered in the valid device information area is deleted 
and a new device ID is registered is included in the present invention. 
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Furthermore, a structure in which the legitimacy of the operator 
is authenticated according to password input or the like when deleting 
a registered device ID or newly registering a device ID is included 
in the present invention. 
0289 

(26) The present invention may be methods shown by the above. 
Furthermore , the methods may be a computer program realized by a 
computer, and may be a digital signal of the computer program. 

Furthermore, the present invention may be a computer- readable 
recording medium such as a flexible disk, a hard disk, a CD-ROM, 
an MO, a DVD , a DVD - ROM , a DVD - RAM , a BD (Blu-ray Disc) or a semiconductor 
memory, that stores the computer program or the digital signal. 
Furthermore, the present invention may be the computer program or 
the digital signal recorded in any of the aforementioned recording 
media . 

0290 

Furthermore, the present invention may be the computer program 
or the digital signal transmitted on a electric communication network , 
a wireless or wired communication network, or a network of which 
the Internet is representative. 

Furthermore, the present invention may be a computer system 
that includes a microprocessor and a memory, the memory storing the 
computer program, and the microprocessor operating according to the 
computer program. 

0291 

Furthermore, by transferring the program or the digital signal 
to the recording medium, or by transferring the program or the digital 
signal via a network or the like, the program or the digital signal 
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may be executed by another independent computer system. 

(27) The present invention may be any combination of the 
above -described embodiment and modifications. 
Industrial Applicability 
5 0292 

The present invention can be used in an industry that distributes 
content to users , as a system for easily performing settlement relating 
to content between users and content distributors . 
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